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PREAMBLE

WHEREAS Tender 2655/2019/20 was awarded o IIEENEGTGNGNGEGENEEEE

("Supplier" or " GG © 15 February 2021 in line with resolution
SCMB 53/02/21, for the Supply, Support, Maintenance and Services of ICT Security

related infrastructure, software, services and licensing for the City of Cape Town for a
period commencing from the date of commencement of the contract uniil 30 June
2025 ("the Tender").

AND WHEREAS in line with resolution SCMB 53/02/21, the conclusion of this
Memorandum of Agreement between the City of Cape Town and the Supplier is
subject to the conclusion of the process prescribed by section 33 of the Local

Government: Municipal Finance Management Act 54 of 2003;

AND WHEREAS it is recorded ihat this Contract will be governed by the provisions of the
Special Conditions of Cordract, referring to the National Treasury - General Conditions
of Conftract (revised July 2010) ("GCC"), read with the Conftract Specific Data ("SCC”)

as set out in the Contract.

NOW THEREFORE THE PARTIES AGREE AS FOLLOWS:

1. PARTIES

The Parties to this Confract are;

. The City of Cape Town, a metropalilan municipality, established in terms of the Local

Governmeant: Municipal Structures Act. 117 of 1998 read with the Province of the
Western Cape: Provincial Gazette 5588 dated 22 September 2000, as amended (“the
Purchaser”), herein represented by the City Manager or his nominee and duly

authorised hereto;

1.2. I . ¢ Oiivate company registered in ferms of the

laws of the Republic of South Africa with registration no: TN (the “Supplier
or " I ).




herein represented by its duly authorised representative, | N NNGTcNINEB -~ His
capacity as IR, coch a "Party” and fogether the “Parties”.

2. INTERPRETATION AND DEFINITIONS

2.1 The headings in this MOA are inserted for reference purpose only and shall in no way
govern or effect the interpretation of this MOA nor modify or amplify the terms of this MOA

or any clause hereof.

2.2  Unless the context otherwise requires, reference 1o the singular shall include a reference
fo the plural, and vice versa, reference to any gender shall a reference to ali other
genders, and vice versa, and words importing natural persons shall include legal persons,

and vice versa.

2.3 Any reference to “the Parties” or “a Party™ will mean a reference to the City, the Supplier

or both, depending on the context.

2.4 Al annexures to this MOA form an integral part hereof and expressions defined in the
MOA shall, unless the coniext otherwise requires, bear the same meaning in such

annNexures.

2.5 In the event of any conflict between the provisions of this Coniract, the GCC and any
Annexure attached hereto, or any other document incorporated by reference 1o this
Conftract, save to the extent expressly stated to the contrary, such conflict will be resolved
by giving precedence to such different parfs of this Confract in the following order of

precedence:

2.5.1 first, the terms and conditions of the SCC;

2.5.2 second, the ferms and condifions of the GCC;

2.5.3 third, Annexures and scheduies to this Contract; and
I
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2.5.4 fourth, any other documents incorporated by reference.

2.6 The provisions of his Coniract supersede and replace the provisions of any previous

agreement entered into between the Parties relating to the same subject matter.

2.7 Untess inconsistent with the context, the expressions set forth in this MOA shall bear the

following meanings:

27.1 | "MOQA” means this Memorandum of Agreement entered into
between the City and the Supplier and shall supersede all
agreernents previously entered into,

2.7.2 | “the parties” means the Parties to this Agreement referred to in clause |
and "Party” shall mean either of them,

2.7.3.| "the tender” Means tender number 24655/2019/20 for the Supply,
Support, Maintenance and Services of ICT Security related
infrastructure, software, services and licensing for the City
of Cape Town;

2.7.4.1 “the Commencement| Means the signature date;

Date”

2.7.5.| “the completion date’} Means 30 June 2025; and

2.7.6. | "Signature Date” means the date on which this Agreement is sighed by the
Party signing last in time.

3  CONTRACT PERIOD

3.1 The Parties agree and record herein that the coniract period for the MOA shall commence on

the commencemenf date and terminaie on the completion date,




3.2 Unless terminated earlier in accordance with the provisions as set out in the GCC or any other
provision in terms of this Contract, this Contract shall commence on the commencement date

and will ferminaie on 30 June 2025.
4 MUTUAL GOOD FAITH / CO-OPERATION

4.1 The Parties represent and undertake to do all such things, perform all such acts and take all steps
to procure the doing of all such things and the performance of all such acts, as may be

necessary or incidental to give effect to the execution of this Confract.

4.2 The Parties shall ot all fimes during the continuance of this Contract observe the principles of

good faith towards one anotherin the performance of their obligations in terms of this Contract.
5 OBLIGATIONS OF THE PURCHASER

5.1 The Purchaser underiakes to perform its obligations in accordance with the Confract, including
but not limited to, the provision of the Goods and the supply of Services as set out in the
conditions and specifications of the Tender, and subject to the satisfactory fulfilment of the

obligations by the Supplier as set out in this Contract.

52 The Purchaser shall monifor and evaluate the Supplier's performance in respect of and in
accordance with the provisions of this Contract, the GCC and any annexure and/or appendix
attached herelo, or any other document incorporated by reference to this Contract, including

the specifications and conditions of tender for the Tender.
4 OBLIGATIONS OF THE SUPPLIER
6.1 The Supplier hereby agrees and undertakes to provide the Goods and Supply the Services 1o the

Purchaser as set out in this Contract, the GCC and any annexure and/or appendix attached

hereto, or any other document incorporated by reference to this Contract, including the

- ]
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specificafions and conditions of tender for the Tender.



6.2 The Supplier wili perform its obligations as expeditiously as possible and furthermore agrees and
undertakes to provide the Goods and supply the Services in accordance with the operational

requirements of the Purchaser.

6.3 The Supplier will ensure ihat the Goods provided and the Services supplied will be of a
satisfactory guality and fit for purpose.

6.4 The Supplier shall, ensure that its employees, agents, representatives, subconiractors and suppliers
comply with this Contract and all applicable Laws in the execution of its obligations to provide

the Goods and supply the Services.

6.5 The Supplier will not conduct any activity of whatsoever nature which may be detrimental to the

Purchaser’s reputation and goodwill.

6.6 The Supplier undertakes to and in favour of the Purchaser that it — 6.6.1 has the resources,
necessary expertise and skill, capabilities and technology to provide the Goods and supply the
Services; and 6.6.1 has effective, efficient and fransparent financial management and control

systems in place.

7 PRICING SCHEDULE

7.1 The Pricing Scheduie for the provision of Goods and supply of Services shall be as set out in this
MOA under Appendix AS below.

7.2 The Supplier shall not be entifled to any other consideration for the provision of Goods and
supply of Services other than as provided for in this Contract, the GCC and any annexure
and/or appendix hereto, or any ofher document incorporated by reference to this Contract,

including the specifications and conditions of tender for the Tender.
8 ENTIRE AGREEMENT
8.1 This Agreement constitutes the entire agreement between the Parties and no amendment,

alteration, addition or variation of any right, term or condition of this Agreement will be of any

force or effect unless reduced to writing and signed by the Parties to this Agreement.
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8.2 The Parties agree that there are no condifions, variations or representations,
whether oral or written and whether expressed or implied or otherwise, other than those
coniained in this Agreement.

8.3 This Agreement replaces any other previous verbal or written agreements entered into between

the Parties.

8.4 The Conditions of Tender, returnable schedules and annexures which are required far tender
evaluation purposes, shall form part of the contract arising from the invitation to tender.
Accordingly, the conditions of fender and relevant returnable schedules, atthough not
atiached to this Contract, are specifically incorporated by way of reference and shall form part

of the Contract between the parties.

9 WHOLE AGREEMENT, WAIVER AND VARIATION

2.1 This MOA embaodies the whole agreement between the Parties. No other agreement, whether
oral, implied or otherwise, will be of any force and effect unless it is reduced to writing and
sighed by the Supplier and the City, or their duly appointed representatives. There has been no

representation which forms part of this MOA which has not been included herein.

9.2 Any relaxation, indulgence or waiver which the City may grant to the Supplier or any condonation
by the City of any breach of the terms of this MOA will not become binding on the City. The City
will at all times be entitled to claim due and prompt performance by the Supplier of all of the

Supplier's obligations in ferms of this MOA.

2.3  No variation of the terms of this MOA will be of any force or effect unless reduced to writing and

signed by the Supplier and the City, or their duly appointed representatives.

9.4 The Conditions of Tender, returnable schedutes and annexures which are required for tender
evaluation purposes, shall form part of the contract arising from the invitation to tender.
Accordingly, the conditions of tender and relevant returnable schedules, although not

attached to this Contract, are specifically incorporated by way of reference and shall form part

of the Contract between the parties. _




THE CITY OF CAPETOWN:

Signature:

Name:

Capacity:

Date;

Witness 1: _ I e
Witness 2: _ _ Date:

SUPPLIER:

Name: -

Capacity: L

Date: 22 /7.mw 2.

Witness 1. ) Daie: R /O V2 /&Q:;U
Witness 2:

Date: &all Oicwll ao@‘
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A1: FORM OF OFFER AND ACCEPTANCE

PART A (TO BE FILLED IN BY TENDERER):

i (3] FORN OF OFFER AND ACCEPTANGE |

TENDER 2655/201 5/2020: SUPPLY, SUPPORT, MAINTENANCE OF
SECLURITY RELATED INFRASTRUGTURE, SOFTWARE, SERVICES AND
LICENSING
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PART B (TO BE FILLED IN BY THE CITY OF CAPE TOWN}

By signing this Form of Offer and Acceptance the City of Cape Town [also

referred to as the 'Purchaser’):

accepts the offer submitted by (I . SO REFERRED TO
AS THE “SUPPLIER™)

thereby concluding a contract with the supplier for a contract period commencing from

date of commencement of contract and terminating 30 June 2025;

undertakes to make payment for the goods/services delivered in accordance with the

terms and conditions of the Contract.

SIGNED AT ON THIS THE DAY OF 20
(PLACE) (DD) (MM) IYy)

Signature(s) ond stamp of

Executive Director or his/ her delegated authority

Print name(s):
(duly authorised in terms of the System

of Delegations as approved by Council)

Pl



FORM OF OFFER AND ACCEPTANCE (continued)

(TO BE FILLED IN BY THE CITY OF CAPE TOWN)

Schedvule of Deviations

Notes:
The extent of deviations from the tender documents issued by the CCT pefore the
tender closing date is limited fo those permitted in ferms of the conditions of
tender.
A tenderer's covering letter shail not be included in the final contract document.
Shouid any matter in such letter, which constifutes a deviation as aforesaid,
become the subject of agreements reached during the process of offer and
acceptance, the cutcome of such agreement shall be recorded here,
Any other matter arising from the process of offer and acceptance either as o
confirmation, clarification or change to the tender documents and which it is
agreed by the Parties becomes an obligatlion of the contract shall also be
recorded here.
Any change or addition fo the tender documents arising from the above
agreements and recorded here, shall also be incorporated inte the final draft of

the Coniract.

UL BT . e e
DEtails . o e e
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B OUD BT e e
DTS L o e e e

By the duly quthorised representatives signing this agreement, the CCT and the
tenderer agree to and accept the foregoing schedule of deviations as the only
deviations from and amendments fo this tender document and addenda
thereto as listed in the returnable schedules, as well as any confirmation,
clarification or changes to the terms of the offer agreed by the tenderer and the

CCT during this process of offer and acceptance.

Itis expressly agreed that no other matter whether in writing, oral communication
or implied during the period between the issue of the tender documents and
the receipt by the tenderer of a completed signed copy of this Agreement shalll
have any meaning or effect in the contract belween the parties arising from this

agreement,

13



A2: SPECIAL CONDITIONS OF CONTRACT

The following Special Condifions of Confract, refening to the National Treasury -

Conditions of Contract {revised July 2010), are applicable to this Contract:

1. Definitions

Delete Clause 1.15 and substitufe with the following

1.15 The word ‘Goods’ is to be replaced everywhere if occurs in the GCC with
the phrase ‘Goods and / or Services' which means all of the equipment,
machinery, materials, services, products, consumables, etc. that the
supplier is required o deliver to the purchaser under the contract. This
definition shall also be applicable, as the context requires, anywhere

where the words “supplies” and "services” occurs in the GCC.

Delete Clause 1.19 and substitute with the following

1.12 The word ‘Order’ is to be replaced everywhere it occurs in the GCC with
the words 'Purchase Order’ which means the official purchase order
authorised and released on the purchaser’s SAP System and the date of
the Purchase Order will be the conifract commencement date

Delele Clause 1.21 and substitute with the following:

1.21 'Purchaser' means the City of Cape Town. The address of the Purchaser is TH

e ________a ___________}

Add the following affer Clause 1.25:



1.26 ‘Supplier’ means any provider of goods and / or services with whom the

contract is concluded

3. General Obligaiions

Delete Clause 3.2 i its enfirety and replace with the following clauses.

3.2 The parties will be liable o each other arising out of orin connection with any
breach of the obligations detailed or implied in this confract, subject fo

ciause

3.3 All parties in a joint venture or consortium shall be jointly and severaly liable
to the purchaser in terms of this coniract and shall cany individually the

minimum levels of insurance stated in the coniract, if any.
3.4 The parties shall comply with all laws, regulations and bylaws of local or other

authorities having jurisdiction regarding the delivery of the goods and give

all notices and pay all charges required by such authorities.

3.5  The supplier shatl:

3.5.1 Arrange for the documents listed below to be provided to the Purchaser

prior to the issuing of the order:

al) Proof of Insurance (Refer to Clause 11) or Insurance Broker's
Warraniee
b) Letter of good standing from the Compensation Commissioner, or

a licensed compensation insurer (Refer to Clause 11)
c) Initicl delivery programme

d) Other requirements as detailed in the tender documents

3.5.2 Only when noftified of the acceptance of the bid by the issuing of the order,
the supplier shall commence with and carry out the delivery of the goods

in accordance with the contract, to the safisfaction, of the purchaser



3.53 Provide all of the necessary materials, labour, plant and equipment
required for the delivery of the goods including any temporary services
that may be required

3.5.4 Insure his workmen and employees against death or injury arising out of the
delivery of the goods

3.5.5 Be continuously represenfed during the delivery of the goods by a
competent representative duly authorised 1o execute instruciions;

3.5.6 In the event of a loss resulting in a claim against the insurance policies
stated in clause 11, pay the first amount (excess) ds required by the
insurance policy

3.5.7 Comply with alt written instructions from the purchaser subject to clause 18

3.5.8 Complete and deliver the goods within the period stated in clause 10, or
any extensions therecf in terms of clause 21

3.5.9 Moke good at his own expense allincomplete and defective goods during
the warranty period

3.5.10 Pay to the purchaser any penally for delay as due on demand by the
purchaser. The supplier hereby consents to such amounis being
deducted from any payment to the supplier.

3.5.11 Comply with the provisions of the CHAS Act & all relevani regulations.

3.5,12 Comply with all laws relaling o wages and conditions generally governing
the employment of labour in the Cape Town area and any applicable
Bargaining Councit agreements.

3.5.13 Deliver the goods in accordance with the contract and with all
reasonable care, diigence and skill in accordance with generally

accepted professional technigues and standards.

3.6 The purchaser shall;

3.6.1 Issue orders for the goods reguired under this Contract, No liabilify for
payment will ensue for any work done if an official purchase order has not
been issued to the supplier.

3.6.2 Make payment to the supplier for the goods as set out herein.

3.6.3 Take possession of the goods upon delivery by the supplier.



3.6.4 Regularly inspect the gocds to establish that it is being delivered in
compliance with the confract.

3.6.5 Give any instructions and/or explanations and/or variations to the supplier
including any relevant advice to assist the supplier to understand the
contract documents.

3.6.6 Grant or refuse any extension of time requested by the supplier to the
period stated in clause 10.

3.6.7 Inspect the goods to determine if, in the opinion of the purchaser, it has
been delivered in compliance with the contract, alternatively in such a
state that it can be properly used for the purpose for which it was
intended.

3.6.8 Brief the supplier and issue all documenis, information, efc. in accordance
with fhe contract.

5. Use of confract documents and information; inspection, copyright,

confidentiality, etc.

Add the following affer clause 5.4:

5.5  Copyright of ali documenits prepared by the supplier in accordance with
the relevant provisions of the copyright Act (Act 98 of 1978) relating 1o
contract shall be vested in the purchaser. Where copyright is vested in the
supplier, the purchaser shall be enfitled to use the decuments or copy
them oniy for the purposes for which they are infended in regard fo the
contract and need not obtain the supplier’s permission to copy for such
use. Where copyright is vested in the purchaser, the supplier shalt not be
liable in any way for the use of any of the information other than as
originally infended for the confract and the purchaser hereby indemnifies
the supplier against any claim which may be made against him by any

party arising from the use of such documeniation for ofher purposes.
The ownership of data and factual information collected by the supplier

and poid for by the purchaser shall, after payment, vest with the

purchaser

17



5.6 Publicity and publication
The supplier shall not release public or media siatements or publish

material related fo the services or contract within two {2) years of
cempletion of the services without the written approval of the purchaser,

which approval shal nof be unreasonably withheld.

5.7  Confidentiality
Both parties shall keep all information obldined by them in the context of
ine Coniract confidential and shall not divulge it without the written

approval of the other party.
7. Performance Security
berefe clause 7.1 to 7.4 and replace with the following:

Not Applicable. Tenderers must disregard Form of Guarantee / Performance
Security and are not regquired to complete same.

8. Inspections, tests and analyses
Delete Clause 8.2 and substitute with the following:

8.2 lfitis o bid condition that supplies o be produced or services 1o be rendered
should at any stage during production or execution or on completion be
subject to inspection, the premises of the bidder or contractor shall be
open, at dll reasonable hours, for inspecticn by a represeniative of ihe

purchaser or an organisation acting on behalf of the purchaser.
10. Delivery and documents

Delete clauses 10.1 and 10.2 and replace with the following:

10.1 Delivery of the goods shall be made by the supplier in accordance with the
terms specified in the contract. The time for delivery of the goods shall be

the date as stated on the order,



10.2 The purchaser shall defermine, in its sole discretion, whether the goods have

been delivered in compliance with the contract, alternatively in such o

state that it can be properly used for the purpose for which it was intended.

When the purchaser determines thal the goods have been safisfactorily

delivered, the purchaser must issue an appropriate certificaiion, or written

approval, to that effect. Invoicing may only occur, and must be dated, on

or after the date of acceptance of the goods.

11. Insurance

Add the following affer clause 11.1:

11.2 Without limiting the obligations of the supplier in terms of this contract, the

supplier shall effect and maintain the following additional insurances:

a)

o)

Public labilty insurances, in the name of the supplier, covering the
supplier and the purchaser against liability for the death of or injury fo
any person, or loss of or damage to any property, arising out of or in
the course of this Contract, in an amouni not less than R20 million for

any single claim;

Motor Vehicle Liability Insurance, in respect of all vehicles owned and
/ or leased by the supplier, comprising (as a minimum) “Balance of

Third Party" Risks including Passenger Liahility Indemnity;

Registration / insurance in ferms of the Compensation for
Occupational Injuries and Disease Act, Act 130 of 1993. This can either
take the form of a certified copy of a valid Letter of Geood Standing
issued by the Compensation Commissioner, or proof of insurance with
alicenced compensation insurer, from either the bidder’s broker or the
insurance company itself (see Proof of Insurance / Insurance Broker's
Warranty section

in document for a pro forma version).
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d) Protessional indemnity insurance providing cover in an amount of not
less than RS million in respect of each and every claim during the

contract period.

In the event of under insurance or the insurer’s repudiatfion of any
claim for whatever reason, the CCT will retain its right of recourse
against the supplier.

11.3 The supplier shall be obliged to furnish the CCT with proof of such insurance
as the CCT may reguire from time to time for the duration of this Contract,
Evidence that the insurances have been effected in terms of this clause,
shall be either in the form of an insurance broker's warranty worded
precisely as per the pro forma version contained in the Proof of Insurance /
Insurance Broker's Warranty section of the document or copies of the

insurance policies.

15. Warranty

Add to Clause 15.2;

15.2 This warranty for this contract shall remain valid for six () months after the

goods have been delivered.

16. Payment

Delete Clause 16.1 in ifs enfirety and replace with the following:

16.1 A monthly payment cycle will be the norm. Altinvoices which are daied on
or before the 20th of a particular month will typically be paid between the
23rd and 26th of the following month. The supplier may submit a fully
motivated application regarding more frequent payment to the Employer
for consideration. Requests for more frequent payments will be considered
at the sole discretion of the Employer and is not a right in terrms of this

contract,

Delete Clause 16.2 in its entirety and replace with the following:
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16.2 The supplier shail furnish the purchaser's Accounis Payable Depariment with
an original 1ax inveice, clearly showing the amount due in respect of each

and every claim for payment.

Acld the following affer clause 16.4

16.5 Notwithstanding any amount stated on the order, the supplier shall only be
entitled to payment for goods aciually delivered in terms of the Project
Specification and Drawings, or any variations in accordance with clause
18. Any contingency sum included shall be for the sole use, and at the

discretion, of the purchaser.,

The CCT is not liable for payment of any invoice that pre-dates the dote of

delivery of the goods.

|16.6 The purchaser will only make advanced payments 1o the supplier in strict
compliance with the terms and details as contained on Proforma
Advanced Payment Gudrantee.

17. Prices

Add the following affer clause 1/.1

17.2 The prices for the goods delivered and services performed shall not be
subject to contract price adjustment,

18. Confract Amendments and Variations

Add the following to clause 18.1;

Variations means changes to the goods or any extension of the duralion
of the contract that the purchaser issues to the supplier as instructions in
writing, subject to prior approval by the purchaser’s delegated authority

as reflected on an authorised amended order. Shoutd the supplier deliver

2]



any goods not described in a written instruction from the purchaser, such
work wili not become due and payable until amended crder has been

issued by the purchaser,

21. Delays in the supplier’'s pedformance

Delete Clause 21.2 in its enfirety and replace with the following:

21.2 If at any time during the performance of the contract the supplier or ifs
subcontractors should encounter conditions beyond their reasonable
confrol which impede the fimely delivery of the goods, the supplier shall
notify the purchaser in writing, within 7 Days of first having become aware
of these conditions, of the facts of the delay, its cause(s) and its probable
duration. As soon as practicable affer receipt of the supplier's notice, the
purchaser shail evaluate the situation, and may at his discretion extend the

fime for delivery.

Where additional time is granted, the purchaser shall also determine
whether or not the supplier is entitled to payment for additional costs in
respect thereof, The principle 1o be dpplied in this regard is that where fhe
purchaser or any of its agents are responsible for the delay, reasonable
costs shall be paid. in respect of delays that were beyend the reasonable
control of both the supplier and the purchaser, additional time only (no

costs) will be granted.

The purchaser shall notify the supplier in weiting of his decision(s) in the

above regard.
21.3 No provision in a contfract shall be deemed 1o prohibit the obtaining of

goods from a national department, provincial deparfment, or a local

authority.
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22. Penalties

Delete clause 22.1 and replace with the following:

22.1 Subject to GCC Clause 25, if the supplier fails to deliver any or all of the
goods within the period(s) specified in the confract, the purchaser shall,
without prejudice toits other remedies under the contfract, deduct from the
contract price, as a penalty, a sum as siated herein for each day of the

delay unfil actual delivery or performance.

The penalty for this contract sholl| be as per the Service level }

Agreement 23. Termination for default

Delete the heading of clouse 23 and replace with the following:

23. Termination
Add the following fo the end of clause 23.1:

if the supplier fails to remedy the breach in ferms of such

notice Add the following after clause 23.7:

23.8 In addition to the grounds for fermination due to default by the supplier, the
contract may also be terminated:

23.8.1 Upon the death of the supplier who was a Sole Proprietor, or a sole
member of a Close Corporation, in which case the contract will terminate
forthwith.

23.8.2 The parties by mutual agreement terminate the contract.

23.8.3 If an Order has been issued incorrectly, or to ihe incorrect recipient, the
resulting contract may be terminated by the purchaser by written notice

23.9 If the confract is terminated in terms of clause 23.8, all obligations that were
due and enforceable prior o the dafe of the termination must be

performed by the relevant party.
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27. Settlement of Disputes

Amend clause 27.1 as follows:

271 If any dispute or difference of any kind whatsoever, with the exception of
termination in terms of clause 23.1(c), arises between the purchaser and
the supplier in connection with or arising out of the contfract, the parties
shall make every effort 1o resolve such dispute or difference amicably, by

multual consuliation.

Deilete Clause 27.2 in its entirety and replace with the following:

27.2 Should the parties fail to resoive any dispute by way of mutual consultation,
either party shall be entitled 1o refer the matter for mediation before an
independent and impartial person appointed by the City Manager in
accordance with Regulation 50(1) of the Local Government: Municipal
Finance
Management Act, 56 of 2003 — Municipal Supply Chain Management
Regulations {Notice 868 of 2005). Such referral shall be done by either
party giving written notice to the other of ifs intention to commence with
mediation.

No mediation may be commenced unless such notice is given fo the
other party. Irespective whether the mediation resolves the dispute, the
parties shall bear their own costs concerning the mediafion and share the

costs of the mediator and related costs equally.

The mediator shall agree the procedures, representation and dates for
the mediation process with the parfies. The mediator may meet the

parties together or individually to enable a settlement.
Where the parties reach settlement of the dispute or any part thereof, the

mediator shall record such agreement and on signing thereof by the

parties the agreement shall be final and binding.
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Save forreference to any portion of any settlement or decision which has
been agreed to be final and binding on the parties, no reference shall be
made by or on behalf of either party in any subsequent court
proceedings, to any outcome of an amicable setflement by mutual
consuliation, or the fact that any particular evidence was given, or to any
submission, statement or admission made in the course of amicable

settflement by mutual consultation or mediation.

28. Limitation of Liahility

Delete clause 28.1 (b) and replace with the following:

(b) the aggregate liability of ihe supplier to the purchaser, whether under
the contract, in tort or otherwise, shall not exceed the sums insured
in terms of clause 11 in respect of insurable events, or where no
such amounts are stated, to an amount equai to twice the
conftract price, provided that this limitation shall not apply fo the

cost of repairing or replacing defective equipment.

Adld the following affer clause 28.1:

28.2 Without detracting from, and in addition to, any of the other indemnities in
this contract, the supplier shalt be solely liable for and hereby indemnifies
and holds harmless the purchaser against ali claims, charges, damages,
costs, actions, liability, demands and/or proceedings and expense in
connection with:

Q) personal injury or loss of life o any individual;

b) loss of or damage to property;
arising from, out of, orin connection with the performance by the supplier

in terms of this Contract, save to the extent caused by the gross

negligence or wilful misconduct of the purchaser.
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284

The supplier and/or its employees, agents, concessionaires, supgliers,
subcontractors or customers shall not have any claim of any nature
against the purchaser for any loss, damage, injury or death which any of
them may directly or indirectly suffer, whether or not such loss, damages,
injury or death is caused through negligence of the purchaser or ifs agents

or emplovyees,

Notwithstanding anything to the contrary contained in this Contract,
under no circumstances whatsoever, including as a result of its negligent
(including grossly negligent] acts or omissions or those of ifs servants,
agenis or contractors or other persons for whom in law it may be liable,
shall any party or its servants {in whose favour this constitutes a sfipufatio
alferi) be liable for any indirect, extrinsic, special, pendl, punitive,
exemplary or conseguential loss or damage of any kind whatsoever,
whether or not the loss was actually foreseen or reasonably foreseeable),
sustained by the other party, its directors and/or servants, including but
not limited to any loss of profits, loss of operation time, corruption or loss of

information and/or loss of contracts,

28,5 Each party agrees o waive all claims against the other insofar as the
aggregate of compensation which might otherwise be payable exceeds
the aforesaid maximum amounts payable.

31. Notices

Dejete clauses 31,1 and 31.2 and replace with the following:

31.1 Any notice, request, consent, approvals or ofher communications made

c)

hetween the Parties pursuant to the Contract shall be in writing and
forwarded to the addresses specified in the contract and may be given

as set out hereunder and shall be deemed to have been received when:
a) hand delivered - on the working day of delivery
)] sent by registered mail - five (5) working days after mailing

sent by email or telefax ~ one (1) working day after transmission
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32, Taxes and Duties

Delete the final senfence of 32.3 and replace with the following:

In this regard, it is the responsibility of the supplier o submit documentary
evidence in the form of a valid Tax Clearance Cerlificate issued by SARS
to the

CCT ot the Supplier Management Unit located within the Supplier
Management
/ Registration Office, 2™ Floor (Concourse Level), Civic Centre, 12 Hertzog

Boulevard, Cape Town (Tei 021 400 9242/3/4/5).

Add the following after clause 32.3:

32.4 The VAT registration number of the City of Cape Town is 4500193497,

ADDITIONAL CONDITIONS OF CONTRACT
Add the following Clause after Clause 34.

35. Reporing Obligations.

35.1 The supplier shall complete, sign and submit with each delivery note, ali the
documents as reguired in the Specificalions. Any failure in this regard may result

in a delay in the processing of any payments.

34. Contract Period

34.1 It is the inteniion of the City of Cape Town to run this tender subject o
Section 33 of The Local Government Municipal Finance Management Act 56 of
2003 whereby this fender willimpose financial obligations on the City for a period
longer than the three (3} financial years. The tender period is initially valid for the
3-years, thereafter the addifional 2 years that is addressed in this tender
documentis subject to the City of Cape Town's Council approval via the Section

33 process.
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A3: GENERAL CONDITIONS OF CONTRACT

(National Treasury - General Conditions of Confract [revised July 2010})
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27. Seftlement of disputes

28, Limitation of liability

29. Governing ianguage

30. Applicable law

31. Notices

32. Taxes and duties

33. National industrial Participation Programme (NIPP)

34, Prohibition of restrictive practices

1. Definitions

1. The following terms shall be interpreted as indicated:

1.1

1.2

‘Closing time' means the date and hour specified in the bidding

documents for the receip! of bids.

‘Contract’ means the writien agreement entered info between the
purchaser and the supplier, as recorded in the confract form signed by
the parties, including all altachmenis and appendices thereto and all

documents incorporated by reference therein.

'Contract price’ means the price payable fo the supplier under the
contract for the full and proper performance of his or her confractual

obligations.

'Corrupt practice' means the offering, giving, receiving, or soliciting of
anything of value io influence the action of a public official in the

rocurernent process or in contract execution.
P
'‘Countervailing duties’ are imposed in cases in which an enlerprise

abroad is subsidised by its government and encouraged to market ifs

products internationally.
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1.6

1.8

19

‘Country of origin® means the place where the goods were mined, grown
or produced or from which the services are supplied. Goods are
produced when, through manufacturing, processing or substantial and
major assembly of components, a commercially recognised new
product results that is substantially different in basic characteristics or in

purpose or utility from its components,

'Day’ means calendar day.

‘Defivery’ means delivery in compliance with the conditions of the

confract or order.

‘Delivery ex stock’ means immediate delivery directly from stock actually

on hand.

1.10 'Delivery into consignee's store or to his site’ means delivered and

unloaded in the specified store or depot or on the specified site in
compiliance with the conditions of the contract or order, the supplier
bearing all risks and charges involved unfit the supplies are so delivered

and a valid receipt is obtained.

‘Dumping’ occurs when a private enterprise abroad markets its goods on
its own initiafive in the RSA at lower prices than that of the country of
origin, and which action has the potential to harm the local industries in

the RSA.

1.12 ‘Force majeure' means an event beyond the controt of the supplier, not

involving the supplier’s fault or negligence, and not foresesable, Such
events may include, but are not restricted to, acts of the purchaser in its
sovereign capacity, wars o revolutions, fires, floods, epidemics,

quarantine restrictions and freight embargoes.

1.13 'Fraudulent practice’ means a misrepresentation of facts in order to

influence a procurement process or the execution of a confract to the
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detriment of any bidder, and includes collusive practice among bidders
(prior to or after bid submission) designed o establish bid prices ot
artificial, non-compelitive levels and to deprive the bidder of the benefits

of free and open competition.

1.14 'GCC' means the General Conditions of Contract.

1.15 'Goods' means all of the equipment, machinery, and/or other materials
that the supplier is required to supply to the purchaser under the

contract.

1.16 'Imported content' means that portion of the bidding price represented
by the cost of components, parts or materials which have been or are sfill
to be imported (whether by the supplier or his subcontractors) and

which costs are inclusive of the costs abroad, plus freight and other direct
importation costs such as landing costs, dock dues, import duty, sales duty
or other similar tax or duty at the South African place of enfry as well as
transportation and handling charges to the factory in the Republic where

the supplies covered by the bid will be manufactured.

1.17 'Local content’ means that portion of the bidding price which is not
included in the imported content, provided that local manufacture does

take place.
1.18 ‘Manufacture’ means the production of products in a factory using
labour, materials, components and machinery, and includes other,

related value adding activities.

1.19 ‘Order’ means an official written order issued for the supply of goods or

works or the rendering of a service.

1.20 ‘Project site’, where applicable, means the place indicated in bidding

documents.,
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1.21 'Purchaser’ means the organisation purchasing the goods.

1.22 'Republic’ means the Republic of South Africa.

1.23 'SCC’' means the Speciai Conditions of Contract.

1.24 ‘Services’ means those functional services ancillary to the supply of the
goods, such as transporiation and any other incidental services, such as
installation, commissioning, provision of technical assistance, iraining,
catering, gardening, security, maintenance, and other such obligations

of the supplier covered under the confract.

1.25 "Written' or ‘in writing” means handwritten in ink or any form of electronic

or mechanical wrifing.

2. Application

2.1 These general conditions are applicable to all bids, contracts and orders,
including bids for functional and professional services, sales, hiring, letfing
and the granting or acquiring of rights, but excluding immovable

property, unless otherwise indicated in the bidding documents.

2.2 Where applicable, special conditions of contract are also laid down fo

cover specific supplies, services or works.

2.3 Where such special conditions of confract are in confiict with these

general conditions, the special conditions shall apply.
3. Generdl
3.1 Unless otherwise indicated in the bidding documents, the purchaser shall

not be liable for any expense incurred in the preparation and submission
of a bid.

Where applicable, a non-refundable fee for documents may be charged.
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3.2

With certain exceptions, invitations to bid are only published in the

Government Tender Bulletin. The Government Tender Bulletin may be
obtained directly from the Government Printer, Private Bag X85, Pretoria
0001, or accessed electronically from www.treasury.gov.za.

4, Standards

4.1 The goods supplied shall conform to the standards mentioned in the

bidding documents and specifications.

5. Use of contract documents and information; inspection.

8.1

5.2

5.3

54

The supplier shall not, without the purchaser's prior written consent,
disclose the contract, or any provision thereof, or any specification, plan,
drawing, pattern, sample, or information furnished by or on behalf of the
purchaser in connection therewith, to any person other than a person
employed by the supplier in the performance of the contract. Disclosure
to any such employed person shall be made in confidence and shall
extend only so far as may be necessary for the purposes of such

performance.

The supplier shall not, without the purchaser’s prior written consent, make
use of any document or information mentioned in GCC clause 5.1,

except for purposes of performing the contract.

Any document, other than the contract itself, mentioned in GCC clause
5.1 shall remain the property of the purchaser and shall be returned (all
copies) to the purchaser on completion of the supplier's performance

under the contract if so required by the purchaser.
The supplier shall permit the purchaser to inspect the supplier's records

relating to the performance of the supplier and to have them audited by

auditors appointed by the purchaser, if so required by the purchaser.
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4. Patent rights

6.1 The supplier shall indemnify the purchaser against all third-party claims of
infringement of patent, frademark, or industrial design rights arising from

the use of the goods or any part thereof by the purchaser.

7. Performance Security

7.1 Within 30 (thirty) days of receipt of the notitication of contract award, the
successful bidder shall furnish to the purchaser the performance security

of the amount specified in the SCC.

7.2 The proceeds of the performance security shall be payable to the
purchaser as compensation for any loss resulting from the supplier's failure

to complete his obligations under the coniract.

7.2 The performance securily shall be denominated in the currency of the
contract orin a freely convertible currency acceptable to the purchaser,

and shali be in one of the following forms:

a) a bank guarantee or an irrevocable leiter of credit issued by a
repulable bank located in the  purchaser's country or abroad,
acceptable 1o the purchaser, in the form provided in the bidding

documents or another form acceptable fo the purchaser; or

b} a cashier's or certified cheque.

7.4 The performance security will be discharged by the purchaser and
returned fo the supplier not later than 30 (thirty) days following the date
of completion of the supplier's performance cobligations under the
contract, including any warranty obligations, unless otherwise specified in
the SCC.
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8. Inspections, tests and analyses

8.1 All pre-bidding testing will be for the account of the bidder.

8.2 If it is a bid condifion that supplies to be produced or services to be

8.3

rendered should at any stage during production or execution or on
completion be subject to inspection, the premises of the bidder or
coniractor shall be open, at dl reasonable hours, for inspection by o
representative of the Department or an organisation acting on behalf of

the Department.

If there are no inspection requirements indicated in the bidding
documents and no mention of such is made in the confract, but during
the contract period it is decided that inspections shall be camed out, the
purchaser shall itself make the necessary arrangements, including

payment arrangements with the testing authority concerned.

8.4 If the inspections, tests and analyses referred to in clauses 8.2 and 8.3 show

the supplies to be in accordance with the contract requirements, the cost

of the inspections, tests and analyses shall be defrayed by the purchaser.

8.5 Where the supplies or services referred to in clauses 8.2 and 8.3 do not

comply with the contract requirements, irespective of whether such
supplies or services are accepted or not, the cost in connection with these

inspections, tests or analyses shall be defrayed by the supplier.

8.6 Supplies and services which are referred fo in clauses 8.2 and 8.3 and

which do not comply with the contract requirements may be rejected.

8.7 Any contract supplies may on or after delivery be inspected, fested or

analysed and may be rejected if found not fo comply with the
requirements of the contract. Such rejected supplies shall be held at the
cost and risk of the supplier, who shall, when called upon, remove them

immediately at his own cost and forthwith substitute them with supplies
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which do comply with the requirements of the contract. Failing such
removal, the rejected suppiies shall be retumed at the suppliers cost and
risk. Should the supplier faii to provide the substitute supplies forihwith, the
purchaser may, without giving the supplier further opportunity to
substitute the rejected supplies, purchase such supplies as may be

necessary at the expense of the supplier.

8.8 The provisions of clauses 8.4 to 8.7 shall not prejudice the right of the

purchaser to cancel the confract on account of a breach of the

conditions thereof, or to act in terms of Clause 23 of the GCC.

7. Packing

2.1 The supplier shall provide such packing of the goods as is required to

?.2

prevent their damage or deferiorafion during fransit to their final
destination, as indicated in the contract. The packing shall be sufficient
to withstand, without limitation, rough handling during transit and
exposure fo extreme temperatures, salt and precipitaiion during transit,
and open storage. Packing, case size and weights shall take into
consideration, where appropriate, the remoteness of the goods’ final
destination and the absence of heavy handling facilities at all points in

fransit.

The packing, marking, and documentation within and ocuiside the
packages shall comply sirictly with such special requirements as shall be
expressly provided for in the contfract, including additional requirements,
if any, specified in the SCC, and in any subsequent instructions ordered

by the purchaser.

10. Delivery and documents

10.1 Delivery of the goods shall be made by the supplier in accordance with

the terms specified in the confract. The details of shipping and/or other

documents to be furnished by the supplier are specified in the SCC.
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10.2 Documents to be submitted by the supplier are specified in the SCC.

11. Insurance

11.1 The goods supplied under the contract shall be fully insured, in a freely
convertible currency, against loss or damage incidental to manufacture
or acqguisition, transportation, storage and delivery in the manner
specified in the SCC.

12. Transportation

12.1 Should a price other than an all-inclusive delivered price be required, this
shall be specified in the SCC.

13. Incidental Services

13.1 The supplier may be required to provide any or all of the following
services, including additional services {if any} specified in the SCC:

(a) performance  or  supervision of onssite  assembly, and/or
commissioning of the supplied goods;

(b} furnishing of tools required for the assembly and/or maintenance of
the supplied goods;

(c) furnishing of a deldiled operafions and maintenance manual for
each appropriate unit of the supplied goods;

(d) performance or supervision or maintenance and/or repdir of the
supplied goods, for a period of time agreed by the parties, provided
that this service shall not relieve the supplier of any warranty
obligations under this contract; and

(e) training of the purchaser's personnel, at the supplier's plant and/or
on-site, in assembly, start-up, operation, maintenance, and/or repair

of the supplied goods.
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13.2 Prices charged by the supplier for incidental services, if not included in
the confract price for the goods, shall be agreed upon in advance by the
parties and shall not exceed the prevaiing rates charged to other parties

by the suppiier for similar services.
14. Spare parts

14.1 As specified in the SCC, the supplier may be required to provide any or
all of the following materials, notifications, and information pertaining to
spare parts manufactured or distributed by the supplier:

(a) such spare parts as ihe purchaser may elect 1o purchase from the
supplier, provided that this election shall not relieve the supplier of any
warranty obligations under the contract; dnd

(b) in the event of termination of production of the spare parts:

(i) Advance nofification fo the purchaser of the pending termination, in
sufficient fime to permit the purchaser to procure needed

requirements; and

(i) following such termination, fumishing at no cost to the purchaser, the
blueprints, drawings, and specifications of the spare parts, if

requested.
15. Warranty

15.1 The supplier warrants that the goods supplied under the confract are
new, unused, of the most recent or current models, and that they
incorporate all recent improvements in design and materials unless
provided otherwise in the confract. The supplier further warrants that all
goods supplied under this confract shall have no defect arising from
design, materials, or workmanship (except when the design and/or
material is required by the purchaser's specifications), or from any act or

omission of the supplier, that may develop under normal vse of the
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supplied goods in the conditions prevailing in the country of final

destination.

15.2 This warranty shall remain valid for 12 (twelve) months after the goods, or
any portion thereof, as the case may be, have been delivered io and
accepted at the final destination indicated in the coniract, or for 18
(eighteen) months after
the date of shipment from the port or place of ioading in the source
country, whichever period concludes earlier, unless specified otherwise in
the SCC.

15.3 The purchaser shall nofify the supplier promptly, in writing, of any claims

arising under this warranty.,

15.4 Upon receipt of such notice, the supplier shall, within the period specified
in the SCC and with all reasonable speed, repair or replace the defective

goods or parts thereof, without costs 1o the purchaser.

15.5 If the supplier, having been notified, fails to remedy the defect(s} within
the period specified in the SCC, the purchaser may proceed to take such
remedial action as may be necessary, at the supplier's risk and expense
and without prejudice to any other righis which the purchaser may have

against the supplier under the contract.
16. Payment

16.1 The method and conditions of payment to be made to the supplier under

this contract shall be specified in the SCC.
16.2 The supplier shall furnish the purchaser with an invoice accompanied by

a copy of the delivery note and upon fulfilment of any other obligations

stipulated in the contract.
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16.3 Payments shali be made promptly by the purchaser, but in no case later

than 30 [thirty) days after submission of an invoice or claim by the suppiier.

16.4 Payment will be made in Rand unless otherwise stipulated in the SCC.

17. Prices

17.1 Prices charged by the supplier for goods delivered and services
performed under the confract shall not vary from the prices tendered by
the supplier in his bid, with the exception of any price adjustments
avtherized in the SCC or in the purchaser's request for bid validity

extension, as the case may be.

18. Contract Amendments

18.1 No variation in or modification of the terms of the confract shall be made

except by written amendment signed by the parlies concerned.

19. Assignment

19.1 The supplier shali not assign, in whole or in part, its obligations to perform
under the contract, except with the purchaser's prior written consent.

20. Subcontracis

20.1 The supplier shall notity the purchaser in writing of dll subcontracts
awarded under this contract if not already specified in the bid. Such
nofification, in the original bid or later, shall not relieve the supplier from

any liability or obligatfion under the confract.

21. Delays in the supplier's performance

21.1 Delivery of the goods and performance of services shall be made by the

supplier in accordance with the tfime schedule prescribed by the

purchaser in the contract.
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21.2 If at any fime during the performance of the contract, the supplier or its
subcontractor(s) should encounter conditions impeding timely delivery of
the goods and performance of services, the suppiier shall promptly
nctify the purchaser in writing of the fact of the delay, its likely duration
and its cause(s). As soon as practicable after receipt of the supplier’s
notice, the purchaser shall evaiuate the situation and may at his or her
discretion extend the supplier's time for performance, with or without the
imposition of penalties, in which case the extension shall be ratified by the

parfies by amendment of contract.

21.3 No provision in a contfract shall be deemead fo prohibit the obtaining of
supplies or services from a national department, provincial deparfment,

or a local authority.

21.4 The right is reserved to procure, oufside of the contract, smail quantities
of supplies; or fo have minor essenfial services executed if an emergency
arises, or the supplier's point of supply is not sifuated at or near the place
where the supplies are required, or the supplier’s services are not readily

available.

21.5 Except as provided under GCC Clause 25, a delay by the supplierin the
performance of its delivery obligations shall render the supplier liable to
the imposition of penalties, pursuant o GCC Clause 22, unless an
extension of time is agreed upon pursuant to GCC Clause 21.2 without

the application of penalties.

21.6 Upon any delay beyond the delivery period in the case of a supplies
contfract, the purchaser shall, without canceling the coniract, be entitled
to purchase supplies of a similar guality and up o the same quantity in
substitution of the goods not supplied in conformity with the contract and
to return any goods delivered laler at the supplier's expense and risk, or

to cancel the coniract and buy such goods as may be required to
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complete the confract and, without prejudice 1o his other rights, be

entitled to claim damages from the supplier.

22. Penalties

22.1 Subject to GCC Clause 25, if ihe supplier fails fo deliver any or ali of the
goods or to perform the services within the period(s) specified in the
contract, the purchaser shall, without prejudice to ifs other remedies
under the contraci, deduct from the contract price, as a penalty, a sum
calculated on the delivered price of the delayed goods or unperformed
services, using the current prime interesi rate, calculated for each day of
the deiay until actual delivery or performance. The purchaser may also

consider termination of the contract pursuant to GCC Clause 23.

23. Termination for default

23.1 The purchaser, without prejudice to any other remedy for breach of
contract, by written notice of default sent to the supplier, may terminate

this contract in whole or in part:

{a) if the supplier fails 1o deliver any or all of the goods within the period(s)
specified in the contract, or within any extension thereof granted by
the purchaser pursuant to GCC Clause 21.2;

(b)if the supplier fails to perform any other obligation{s) under the
contract; or

(c}if the supplier, in the judgment of the purchaser, has engaged in
corrupt or fraudulent practices in competing for or in executing the

contract.

23.2 In the event the purchaser terminates the confract in whole or in
part, the purchaser may procure, upon such terms and in such manner as
it deems appropriate, goods, works or services similar to those
undelivered, and the supplier shall be liable to the purchaser for any

excess costs for such similar goods, works or services. However, the
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supplier shall continue performance of ihe confract 1o the exient not

terminaied.

23.3 Where the purchaser terminates the contract in whole orin part, the
purchaser may decide to impose a restriction penalty on the supplier by
prohibiting such supplier from doing business with the public sector for a

period not exceeding 10 years.

23.4 If o purchaser intends imposing a restriction on a supplier or any
person associated with the supplier, the supplier will be allowed a time
period of not more than 14 (fourteen) days to provide reasons why the
envisaged restriction should not be imposed. Shouid the supplier fail to
respond within the stipulated 14 (fourteen) days the purchaser may
regard the intended penalty as not objected against and may impose it

on the supplier.

235 Any restiction imposed on any person by the Accounting
Officer/Authority  wil, ot the discrefion of the Accounting
Officer/Authority, also be applicable to any other enierprise or any
partner, manager, director or other person who wholly or partly exercises
or exercised or may exercise control over the enferprise of the firsi-
mentioned person, and with which enferprise or person the firsi-
mentioned person is or was, in the opinion of the Accounting

Cfficer/Authority, aclively associated.

23.6 If & restriction is imposed, the purchaser must, within 5 {five) working
days of such imposition, furnish the National Treasury with the foliowing
information:

(il the name and address of the supplier and/or person
restricted by the purchaser;

(i)  the date of commencement of the restriction;

{iii)  the period of restriction; and

(iv)] the reasons for the restriiction.



These details will be loaded in the National Treasury’s central database
of suppliers or persons prohibited from doing business with the public

sector.

23.7 If a court of law convicts g person of an offence as contemplated in
sections 12 or 13 of the Prevention and Combating of Corrupt Activities
Act, Act 12 of 2004, the court may also rule that such person’s name be
endorsed an the Register for Tender Defaulters. When a person’s name
has been endorsed on the Register,
the person will be prohibited from doing business with the public sector
for a period of not less than five years and not more than 10 years. The
National Treasury is empowered to determine the period of restriction,
and each case will be dealt with on its own merits. According 1o section
32 of the Act the Register must be open fo the public. The Register can

be perused on the National Treasury website.

24, Anti-dumping and countervailing duties and rights

24.1 When, affer the date of bid, provisional payments are required, or anti-
dumping or countervailing duties are imposed, or the amount of a
provisional payment or anti-dumping or counfervailing right is increased
in respect of any dumped or subsidised import, the State is not liable for
any amount so required or imposed, or for the amount of any such
incredse. When, after the scid date, such @ provisional payment is no
longer required or any such anti-dumping or countervailing right is
abolished, or where the amount of such provisional payment or any such
right is reduced, any such favourable difference shall, on demand, be
paid forthwith by the contractor to the State, or the State may deduct
such amounts from moneys (if any} which may otherwise be due to the
confracior in regard 1o supplies or services which he or she delivered or
rendered, or is to deliver or render in terms of the confract or any other

contract or any other amount which may be due to him or her.
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25. Force majeure

25.1 Notwithstanding the provisions of GCC Clauses 22 and 23, the supplier
shall not be liable for forteiture of its performance security, damages, or
termination for default if, and to the extent that, his delay in performance
or other failure to perform his obligations under the contract is the resul

of an event of force maieure.

25.2 If o force majeure situation arises, the supplier shall notify the purchaser
promptly, in writing, of such condifion and the cause thereof. Unless
otherwise directed by the purchaser in wiiting, the supplier shall continue
to perform its obligations under the contract as far as is reasonably
practical, and shall seek all reasonable alternative  means  for

performance not prevented by the force majeure event,

26, Termination for insolvency

26.1 The purchaser may at any time ferminate the confract by giving written
notice to the supplier if the supplier becomes bankrupt or otherwise
insolvent. In this event, termination will be without compensation to the
supplier, provided that such termination will not prejudice or affect any
right of action or remedy which has accrued or will accrue thereafter fo

the purchaser.

27. Settlement of Disputes

27.1 If any dispute or difference of any kind whatsoever arises between the
purchaser and the supplier in connection with or arising out of the
confract, the parties shall make every effort to resolve such dispute or

difference amicably, by mutual consultation.
27 .2 If, after 30 (thirty) days, the parties have failed o resolve their dispute or

difference by such mutual consultation, then either the purchaser or the

supplier may give notice to the other party of his infention to commence
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with mediation. No mediation in respect of this matter may be

commenced unlass such notice is given to the other party.

27.3 Should it not be possible to settle a dispute by means of mediation, it may

be settled in a South African court of law.

27.4 Mediation proceedings shall be conducted in accordance with the rules

of procedure specified in the SCC,

27.5 Notwithstanding any reference 1o mediation and/or court proceedings
herein,
(a) the parties shali continue o perform their respective obligations under

the contract unless they otherwise agree; and

{b) the purchaser shall pay the supplier any monies due to the supplier.

28. Limitation of Liability

28.1 Except in cases of criminal negligence or wilful misconduct, and in the
case of infringement pursuant to

Clause 6:

(a) the supplier shall not be liable to the purchaser, whether in contract,
tort, or otherwise, for any indirect or conseguential loss or damage,
loss of use, toss of production, or loss of profits or interest costs,
provided that this exclusion shall not apply to any obligation of the
supplier to pay penalties and/or damages to the purchaser; and

(b) the aggregate liability of the supplier to the purchaser, whether under
the contract, in tort or otherwise, shall not exceed the total contract
price, provided that this limitation shall not apply 1o the cost of

repairing or replacing defective equipment,

29. Governing language
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29.1 The contract shall be written in English. All correspondence and other
documents perfagining to the contract that is exchanged by the parties

shall also be written in English.

30. Applicable Law

30.1 The confract shall be inferpreted in accordance with South African laws,
uniess otherwise specified in the SCC.

31. Nofices

31.1 Every wiitten acceptance of a bid shall be posted to the supplier
concerned by registered or certified mail, and any other notice to him
shall be posted by ordinary mail, to the address furnished in his bid or to
the address nofified later by him in writing; and such posfing shall be

deemed to be proper service of such nofice.

31.2 The fime mentioned in the contract documents for performing any act
after such aforesaid notice has been given, shall be reckoned from the

daie of posting of such notice.

32. Taxes and Duties

32.1 A foreign supplier shall be entirely responsible for all taxes, stamp duties,
licence fees, and other such levies imposed outside the purchaser’s

country.

32.2 Alocal suppiier shall be entirely responsible for all taxes, duties, licence
fees, etc., incurred until delivery of the confracted goods to the

purchaser.
32.3 No contract shall be concluded with any bidder whose tax matiers are

not in order. Prior to the award of o bid the Department must be in

possession of o tax clearance certificate submitted by the bidder. This
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cerlificate must be an original issued by the South African Revenue

Services.

33. National industrial Participation (NIP) Programme

33.1 The NIP Programme administered by the Depariment of Trade and
Industry shall be applicable to all confracts that are subject to the NIP

obligation.

34 Prohibition of Restrictive practices

34.1 In terms of section 4 ({1} (b) (iii) of the Competition Act, Act 89 of 1998, as
amended, an agreement between or concerted practice by firms, or a
decision by an association of firms, is prohibited if it is between parties in
a horizontal relationship and if «a bidder(s} is/fare or a contractor(s)

was/were involved in collusive bidding (or bid rigging).

34.2 If a bidder(s} or contractor(s), based onreasonable grounds or evidence
obtained by the purchaser, has/have engaged in the restrictive practice
referred 1o above, the purchaser may refer the matier to the Competition
Commission for investigation and possible imposition of administrative

penalties as contemplated in the Competition Act, Act 89 of 1998,

343 If a bidder{s) or contractor{s) has/have been found guilty by the
Competition Commission of the restrictive practice referred to above, the
purchaser may, in addition and without prejudice o any other remedy
provided for, invalidate the bid(s) for such item(s) offered, and/or
terminate the contract in whole or part, and/or restrict the bidder(s) or
contractor(s) from conducting business with the public sector for o period
not exceeding 10 (ten) years and/or claim damages from the bidder(s)

or contractor(s) concerned.
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3.

Ad: SUPPORTING SCHEDULES

Schedule 2: Declaration for Procurement above R10 miflion

¥ the walae of the tansaciion s expacied o excesd R 10 mison (VAT inclutea) the lenderer shall complete the
fofowing questionnaire, allach the necessary documents and sign this soheduls

1. Are you by iaw required to prepare annual Tnancial statements for apding? {Phease ik with
X3

f 7. VER : v, § s ; ;

1.3 If YES, submi sudded annual financial statemants:

{0 for the pasl HWoe yoars. of
"0 simos the dates of estabishment of the tenderer [if eslablished during the past hree
yEarsl

By steching such audiled finencisl sietements fo List of other documents aftached by
tenderer schedule

2. Do you heve any cutstanding undispitst commilmserts for municipal services wovweards the CCT oF other
muzkcpality in respect of which payment B overdue tor more han 30 10uly} daye? {Pleass
m@k wilh X3

% vES 7 ﬁ ><

2.4 If MO, Ihis serves W certify thal the tenderer bas no undsputed commitments for munsipal
sendces towards any reuricipality for mare hen theee (37 (three)} months i respect of wivich
payment is overdus for mede than 32 (thitty] days

22 W YES, provide parficulars:

Has any cortlract baen awardod Lo you by &n argan of statn during the past liva (5) yoars? {Plzase
enark with X)

[ S R |
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TEMDER NO-205 5.0 1%2020

31 IF YES. ingert particulars i The labe balow inclucing parfcwlars of any matasal non-complance
¢ despites coneeming the eraculon of such contlract. Allernetively atinch the particulins 1 List of other
documeants altached by tenderar schedule in the same format as the 1able below:

Owgan of State | Goniract Description Contract Non-compliancaidispiite
e % Feriod firaey), .o
i Wl gy pedlion of the goods or sendces be sourced from auside e Republe, and 4 so. what porton

and whethsr any pordion of pagment from e CGT is expectad to be wansferred cut of the Republic?

{Pleagss mark with X)

g ' YES

KRG

4 if ¥ES, fumish particulars below

The tordarer hereby cerites thal the information set out m tes echedule andéor atiached hereto s true and
corredt, and scknowiedges that fature to praperly ard trahhely complste this seiedule may result in sieps being
{aken ageinst the tordena. the lends: belig disqualified, ardfor {in the oveat et the leadsar 2 aucceasiul)
the concaliabon of tha condradt, restichion of the tendersr or The exerciss by the empioyer of any other remedios

avallable ot

Sunatwe
Print rgme.
On behall of the tenderw (duly awhorsed)
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Schédule 5 éawnflict of Interast Declaration 7““%1

The tendetar shall declare whather # has any conflict of interest in the transaction for which the tendar
is submilted (Please mark with X}

14 If yas, the tandeser is required to set out the particulars in the tabla below,

Tho lenderer shall declare whathes It has dicectly or through a representative ot irteimadiary
promisad, offered or granted:

2.1 any Inducemant or reward to tha CCT for ar in connection with the award of this contract; or

2.2 any reward, gift, favour or hospilality to any officiat ar any olher ole player involved In the
implementation of the supply chain managemeant policy  (Please mark with X}

e E &. mm ,,,,, , ﬁa 7 ! %

£

If yas, the tenderer is required to set aut the padicutars in the table belown

Should the tenderer be aware of any corrupt or fraudulent transactions relating fo the procurement

process of the City of Cape Town, please contact the following:

the City's anti-cotruption hotline at 0800 32 31 30 (toli frea)

The lenderer horaby certifies that the information sot out in this scheduls andfor altechad haroto is tuo and
corren!, and acknowiedges that failure to propedy and (ruthfully complete this schedute may rosult in stops being
taken agalinst the lenderer, tha lander being disqualified, and/or {in the svent that the tonderer Is successiul)
tha cancallation of the contract, restriction of the tendarer ot the exercise by the amployer of any other remedies

avatlabie (o it

“Q 7 Miaec W 206720

Slgnature
Print name. g Date
On behalf of tha tandorer (duly authorised)
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Schedule 9: Occupational Health and Safety Agreement |

AGREEIENT MADE AND ENTERED INTO BETWEEN THE CITY OF CAPE TOWMN (HEREINAFTER

CALLED THE *CCT™) AND
Seiennae | Recederd | Segdwes (PTWHLT

{SupplierfandataryfCom Fanyfc{} Marma}

IN TERNMIS OF SECTION 37(2) OF THE OCCUPATIONAL HEALTH ARD SAFETY ACT, §5 OF 1893 AS
AMENDED,

e -
i OIS T A L C@Q% e .., +epresenting

1 - L ; - T
DA Qe cole et SerVUaS (PTHILTEN | s an empioyer
in #s oven right, do hereby undedsake fo ensure. ax far 38 15 reasonably prachcable, that all work sill ba
perfommad. and s equipment, machinery or plan) usad in such 2 manner as {o comply with the provisions of

{he Qoccupstional Heslth and Ssiely Aol {DHSAY and the Regulslions promuigsted thereunder.

| furthermane confirm that § amdwe 2o registered wilh 1he Componsalion Comemizsionsr and thal all regislation
arnd assessmery moniEs dos o e Corrpeneation Commisscieer kave been (udy paid or thal We are nsured
with an approved kcensed compansalion MSEeT,

Lo F i - - 5
COID ACT Regiskration Number: . 1 1 QOO COECCH A
OR Compensalion MEWEr .. .. . . a s . Poliy Nac

| undeitake to appoini, where regoited, suitable competent persons, In witing. in terms of the reguirzenents of
OHEA anid the Reguialions and 1o charge iniharm wath the duty of ensuring that the provisions of OHSA and
Regulabions as wal as the Coundl's Spediat Conddions of Conlrazi, Way Leave, Lock-Chet and Work Permit
Procedures gre sdhemed to as Tar 55 ressonably practicable.

| furthver undonaie 1o ensue that any subconiractors smployed by me wilt entar mio an ocospatonal hesilth ard
safely agresmend separately, and thal such subcantraclons oty with the conddans sel.

| hereby dectere that | have resd and understand the Cooupational Hesith and Safely Specilications contained
in Whis tender and undenake o comply therowih ot el timaes.

1 hersby also undedake lo camply wilh the Cooupatonal Heallh and Safely Specticaton and Plan submiisd
angd approved in terms themsod
Btgred at S?\MUTQDMO{‘ b«e‘z"“‘y“—‘:’ ey el t“"-M—H _______ 202-L

4

Witness me

Signed st . e @R dayol.. . BTSRRI : B

Digitally sigree by
Omeshne ioncrition

Digitally signed by Digitally signed by
Alan A|§n Mzonj Y e Naidoo Mailew PRIY‘A REDDY ' peiva repDY (Acting
P —Date:3021.06.03 (Acting ED Corp ED Corp Ser 28 June
waress [VIOON 19:17:27 402'00° for and on Dehnal of Ser 28 June to 4 to4July 2021)
dy of Cane o Date: 2021.06.28
Gy of Lape Town July 2021) 12:09:39 +02'00'
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| Schedule 10: Certificate of Independent Tender Determination

1, the undersigned, in submilting this tender
SUPPLY, SUPPORT, MAINTENANCE OF ICT SECURITY RELATED INFRASTRUCTURE, SOFTWARE,
SERVICES AND LICENSING
in rmsponss o tha tender invitation made by THE GITY OF CAPFE TOWN, do hereby malke the following statements, which
I certify to be true and complate in every respect:

(P74 AYEETN

i certiy. oo behalf of : “‘\M"\W"U« L(«( RS SCK.\}”:CS [Mame of tandarar)

Tha!

t I have toad asld | understand the contends of this Cerlificata;

2 b understand that this tendar will be disquatified if this Castificate Is foursd not 1o ba hua and complete i iaery
raspect;

b am authansaed by he lenderar to sigly this Centificate, and o subrtt this tendar, an behail of the tanderer,

1. Each porson whose signaluie appaars on this lender bas boen authonsed by the tonderer to dotermine the tanms
of, and to sign, the lender en behall of tha {enderer,

B, Foi the purpeses of this Cerlificale and s tonder, 1 undeistand that the word ‘competitor’ shalt includa any
ndivigual or organisation other than the enderer, whether or nof affiliated with tha tenderar, who.

{a) hes beon roguested 1o submit alender inresponse 10 this teadar invitation,

(B could potentially submit a tonter in response W this lerdsr invitation, based on thelr qualfications, abiities or
experience; and

{c} provides the same goods and services as the tenderer andfor is in the same dine of business aa the lenderer

a The landeer has anivad al this lendsr ingepondently from amt withonl cansallation, conviunication, agresnynt
or arrangament with any competiter. However, communicafion betwean panners in a joint vonture or consontium?
witl not be construed as collusive price quoting,

7 In particular, without Feriling the generality of paragraphs & sl 6 above, thers has been no sonsultation,
communication, agraement or arerngament with oy comjetitor regarding:

(a) plices,

(&) geographical area whare product of service will oe tendared (miarket stlocation);

(c} mathods, Factors of formulas used to caloutale prcos;

(a) tho intontion or docision 0 submit or not to submit o ender;

(&) the submisslon al a tendar which doos nol mest tha specilicalions and condiliony of the lendor, or
] tendenng with lhe intention rol to van the contract,

B. In adddion, thers have been no consultalions, communications, egreemants or arrangements with any compotitor
regarding te quality, quaatity, spacificafions acd conditions ot dativory particutass of the products of services 1o
which s tendor invitahon relates

o, The terms of this tender itave not been and will not be disclosed by the tenderer, directly or indirectly, lo any
cormnpelifor, pror e i date aod lime of the officlal tander oprning ar of the awarding of (he coniraci

10, | am aware thal, in addition and without rejudice lo any other remedy provided to combat any restrictive praclices

retated to teeders and contracts, tenders thal arg susplclous wiil be reported lo the Competibon Commissian for
invasligation and possible imposition of administrative penalties in toerms of seclion 59 of the Campalilion Act, Act
89 of 1998, and/or may be reported lo e Mation=! Prosecutig Authority (MPA) for criimingl investigation, andior
may ho rastricted from conducling businoss with the pubtic soctor fer a potiod not cxeaeding 10 {ton) yoars in tarms
al the Prevantion and Camtlating of Cormrupt Activities Act. Act 12 of 2004, or any other applicabla fegiskation.

07_ WWee i 2020

Slgnalu e Date

Name (P RINT}
{For and on behalf of the Tenderer {(duly authorised))
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A5: SERVICE LEVEL AGREEMENT

SUPPLY, SUPPORT, MAINTENANCE AND SERVICES OF
ICT SECURITY SERVICES’

these being
Reverse Proxy Services
Vulnerability Management Services
Citiix Virtual Deskiop Infrastructure or equivalent
17 Security Inteligence Systems {managed by The City)
IT Security Inteligence Systems (managed by the Service Provider)
Data Loss Prevention Sclutions
Anfi-matware solutions & Email Hygiene
Security Assessment Services

Cloud Access Service Broker

Between

CITY OF CAPE TOWN
{of the one part)
and

ﬂ !‘ C ﬂ SQ.‘: Cf)g {Company)
@rfg% KON

{of the other part)
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1. INTERPRETATION AND DEFINITIONS
1.1 in this Agreement and unless the contfext otherwise requires: -

1.1.1 words, including their definitions in clause 1.4, which import
the singular number only, shall include the plural and vice
versd;

1.1.2 words importing persons shall include bodies corporate;

1.1.3 words importing the singular, includes the plural and vice

versd.

1.2 The head notes to the various clauses of this Agreement are
inserted for reference purposes only and shall in no way govern or
affect the construction hereof.

1.3 All references o this Service Level Agreement shall be references
to this Agreement and all Annexures hereto, which Annexures form
an integrai part of this Agreement, and expressions defined in this
Agreement shall bear the same meanings when used in any
Annexure to this Agreement and vice versa.

1.4  Unless the context olherwise requires, the under-mentioned
expressions shall have the meanings respectively assigned fo them
hereunder, namely:

Access right or opportunity to reach or visit {to gain
access}; security and keys;

Accessories not part of basic equipment, additional or extra
ftems,
Accident unfortunate, usually harmful event, caused
unintentionally
Third Party Licbility:

S (Company) must
insure against eventuality {personal or
equipmg\?‘r} at

\ (Company)'s

exp\é"nse; comply with COIDA.

Refer to Clause 11: Insurance under the
General Conditions of Confract as
contained on page 193 of the Tender
Document and Special Conditions of
Confract as contained on page 184 of the
Tender Documeni; Authorised Person
appointed and duly authorised respectively
representative by the City and the Supplier,
to act {and speak)

upon the respective party's behalf;
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HC%‘I.yH

"Commencement
date”

"Confract
Management”

Defects

Equipment

Failure

Guarantees

Grief Point

Job Completion

Line departments
Malfunction

Misuse

City" means the City of Cape Town, a
municipality established by the City of
Cape Town Establishment Notice No. 479 of
22 September 2000, issued in terms of the
Local Government: Municipal  Structures
Act, 1998, (Act 117 of 1998) or any

structure or employee of the City acting in terms of
delegated authority;

date of signature of last party herefo or date as
agreed by both parties in this agreement - kicks in
30 days affer going live, antficipated date is T JULY
2020;

Monthly statistical reporting on service levels;

faults, imperfection in manufacture or shortcoming
of equipment possibly causing other componentis 1o
become faulty,;

Any associated material solution
infrastructure;

required  for

1. breaking down or ceasing to funciion
2. non-performance of duties or responsibilities;

undertaking to answer and compensate for the loss
of performance or for an obligation by another
person. Refer to Clause 7 of the Specict Conditions
of Contract; Annexure 1: Form of Guarantee /
Performance Security in the Tender Document;

Objective measure of a penally fo be applied in the
event of a required performance metric not being
met as defined by the City

To be considered complete, each job must be
signed off by the line department before the City will
entertain honouring an invoice.

Departments within the organizational structure of
the City. '

When equipment fails to function normally;

wrong or improper use or application of equipment;
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Negligence

Normail
hours

“Parties”

Repairs

“Reporting”

Resclution

Response

Service agent

“Service Level”

"Service Level
Agreement
(HSLAH} 1)

“Service Level
Measure"

“Service Level

Termination tvent”

Lack of proper care and attention;

working Hours between 08:00 and 16:30 from Monday to

Friday, excluding public holidays;
the City and the Supplier colieclively,

Restore to good, working condition after damage,
wear or malfunction;

Timely periodic reporting on monthly meetings in the

format as agreed upon between

City of Cape Town and
DS (Company};

System is repaired and made operationally
available;

Representative from

LS (Company) arrives on-site  or
email acknowledgement that

DS (Company) has received a
request for work

Authorised technician, able to perform to specified
requirements

the required guantitative level or degree of
performance of the Services by the Supplier as set
out by Service Level Measure, see the Service lLevel
Measurements Section;

the agreement concluded belween the parties as
evidenced in this written document, any annexures
and the related tender;

the method specified in this Service Level
Agreement for quanfitatively calculating  the
Supplier's actual performance. The results of these
calculations are compared with Service Levels to
evaluate the Supplier's compliance with Service
Levels, see the Service Level Measurements
Section;

an event wherein the City shall have the option, but
not the obligation, to ferminate this agreement
without further obligations;
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“Service the amount calculated which the City shall have the
Penatty” option, but not the obligation, fo recover as A
reduction in the fee payable for the Services, each
time the Supplier fails to meet the Service
Levels, reference clause 22: Penalties of the Special

Conditions of Confract

“Stock Stock levels of appropriate spares and equipment of

Management” the right quality and quantity in the right location to
enable ihe Supplier o operate within the agreed
upon for response;

Sundries iterms or oddments not mentioned individually;

“Supplier” T{D[L\W“C/ Q\QC(\JCN %U \N{éompany) Registration

Number: | qcﬁ /Olci S /O:fof physical address:

LL\QQ\A)K( E S 51;1; Pos‘rol Gddress

bﬂ)(, €0, 8((\)1'\\0.1 8 o company duly incorporated
in Qccordqncéjwfrh the compgany laws South

Africa, represented herein by Nlic hael i;[mg[}

who warrants that he/she is duly authorised by board

resolution to sign this Agreement for and on behaif of
the Supplier.

The Supplier warrants that-

1. it is registered under the Regional Services
Council Act, 1985, under registration number.
CMC RSC Levy # . for the
purpose of the payment of all levies payable by
it under that Act; and

2. all levies due by it under such Act to date hereof,
have been paid;

"Supplier" is a generic term which may include
suppliers of goods and services, contractors
and/or consultants;

Technical skills technical ability / expertise of installation and test
eguipment technicians

Useful life Minimum duty cycle of equipment or components

Warranties undertaking as fo the ownership or quality of anitem,
accepting responsibility for defects or repairs over a
specified period. Refer to Clause 15 of the Generdl
Conditions of Confract as contained on page 185 of
the Tender document and Clause 15 of Special
Conditions of Contract;

58




2.1

2.2

2.3

24

Working day Any day between Monday and Friday, 08:00 fill 1/:00,

excluding Saturdays, Sundays and Public
Holidays

Working hours Eight hours in any given working day

SERVICE LEVELS

These Service Levels are the minimally acceptable level of service as
detailed hereunder for the Services and failure to comply may give tise to
the calculation of Service Penalties and they may give rise to a Service
Level Termination Event.

Any failure fo meet a Service Level is unacceptable and may constitute
a material breach of the Supplier’s obligations.

Maximum Delivery Period - on-site within six weeks of purchase order date.
Failure fo comply may result in defaulling the preferred supplier and
ultimately, suspension.

Communicafion Plan

E-mail is the preferred means of communication belween the Supplier
and the City of Cape Towr.

The City’s authorised representafives, see names below, will provide

= [Company)'s authorised representafives, see names
below, with an Order number by Fax or email. This number must be
reflected on the related invoice. \DQS (Company}'s must

send an email acknowledgement within the following timeframes of
receiving an order or request for a warranty repair or replacement:

Whez.n order 08:00 to 17:00 After 17:01 and
received weekends
RESDONSE Before 17:00 next | Before 17:00 next
P business day business day
t
KD"?\S S [Company)'s contact details:

Procurement or orders
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Authorised Provide
Representative o 3 Percentage of nof
Name: lournesyd G M ?l()ey%&f\- meeting  Service
! Level
Tel number,_ OB P BRL o\ (Example 60%)
Email add ngynwc@ NS €Q.20,.
Fox Num
Escalation Level 1 | Name: _Acdpy e AN Provide
Percentage of not
Tel number. O F 9. BT o4& meeling  Service
Level
Email add A @ A §.¢h.2a - | (Example 80%)
Fax Num
Escalation Level 2
Name: RQ\C) kgfc,)ulf\ :
Tel number: Q&D QW T 3eS 6.
Email add._cal . Dvausn@ s .« % -
Fox Num
Warranty or fault Repairs / Replacement
Authorised Provide
Representative Name: _lodnad a ML’P\/I&(SQ(\ Percentage of not
meeting  Service
Tel number:_ 82 200 ?S%E\. Level

Email add f amaia 8AdS . cv.2a,

Fax Num

(Example 60%)
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Escalation Level 1

Name:  ichar & KJ% ey
Tel number; Q€2 G\ 23¢F -
Emait add £ 1oL EOAS, () -

Fax Num

Provide
Percentage of not
meeting  Service
tevel

{Example 80%)

o

Escalation Levet 2

Tel number, O g (L@ FOEN .

Fax Num

Name: T IS0 \AACJ 2 \O‘\-\«\LQ

Email add @ ARSI @S (K - 2ol

City of Cape Town contact detail:

Procurement

Authorised representatlive: Boniswa Mnene

E-Mail address: Boniswa.Mnene@capetown.gov.za
Telephone Number: 0214009272

Fax Number: 086 588 5058

City of Cape Town Procurement process:
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Provide and maintain

Contact information

Provide and
maintain contact
details

Provided (yes/no)

Assessed monthly by
random check

Key Contact Person Not defined -
responds fimeously

Adhere to Responses to Not defined -

procurement, ordering, | raquests for Design

delivery and payment Propasalls s

Process required
Responses 1o | Quotations provided | -
requests for within seven (7] fult
Quatations Working Days (yes /
provided as no)
required

Equipment Delivery

Specified items|
process followed as| galivered -~ not
specified defined

Packaging as -

specified (yes / noj -

not defined

Labelling as specified
- not defined

Delivery within quoted
lead time - not
defined

Delivery at the place
specified in the
Purchase Order — not
defined

Fauit handling
process followed

Noi defined

Repair or
replacement
process followed

Not defined
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Report to the City

Provide monthly
Summary Report as
specified

include record of

all Incidents and
consequent
rasolutions, plus root
cause when
requested

Not defined

Include details of
outstanding security
updates, software
updates, and any
related

recommendations

Altend Service Review

Meetings

Physical
attendance aof the
Service Review
Meeting of the Key
Contact Person

Not defined

3.9 Schedule H: Cloud Access Service

Broker (CASB)

Service Element

Service Measure

Service Meilric

Grief Points
incurred for
non-
performance

Device Availability

Uptime of CASB

devices

Not defined

Service Availability

Uptime of the CASB
service

Not defined

Incident Response

Mean Time To
Respond (MTTr} -
Priority 1,2 & 3
Incidents

Less than five

minuies

(5)

5 Grief Points

Maximum Time To
Restore  (TTRMa) -
Priority 1 & 2
ncidents

Maximum Time To
Replace (TTRpMx}

Not defined

Five (5) full Working
Days

5 Grief Points

- §




Provide Maintenance | Technical  suppott | pamediate 5 Grief Points
and Technical Support | services available as configuration issues
specified within three (3) full
Working Days
Provide and mdintain | Provide and Provided (yes/no) 2 Grief Points
Contact Infermation maintain centact
details Assessed monthly by
random check
Key Contact Person Not defined -
responds timeously
Adhere to . Responses to | Design Proposals 5 Grief Poinfs
procurement, ordefing, | requests for Design | provides within ten
delivery and payment Proposcils as | (10) full Working Days
process required (yes / no)
Responses to Q}}:s’fqiions (;;)r?vilgded 1 Grief Point
requests for | Wihin seven [/} Tu
Quotations Working Days [yes /
provided as noj
required
Equipment Delivery | Specified items |
process followed as | delivered - not
specified defined
Packaging as|

specified (yes / no)

Labelling as specified
- not defined

Delivery within quoted
lead time -~ not
defined

Delivery at the place
specified in the
Purchase Order — not
defined

Fault handling
process followed

Not defined
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Repair or Not detfined —

replacement
process followed

7. Report to the City Provide monthly

summary Report as {7) Calendar Days
specified after the last day of

each month [yes/no)
Include record of Assessed monthly

all  Incidents and
consequent
resolutions, plus roof
cause when
requested

Pravided within seven | 2 Grief Points

outstanding security
updates, software
updates, and any
related

recommendations

Include details of 1 Grief Point

8. Attend Service Review | Physical Present as per
Meetings attendance at the | qtendance register
Service Review [yes/no)

Meeting of the Key
Contact Person Assessed per meeting
as  evidenced by
Aftendance Register

2 Grief Points

FREQUENCY FOR REPORTING COMPLIANCE OF THE SERVICE LEVEL

The Measurement Period will be daily and the Reporting Period will be
monthly.  Information, such as grief points, termination evenfs and
performance statistics against service levels, will be consolidated in the
form of a Report and presented at the scheduled monthly meetings.
Meetings to be scheduled post award with successful bidder. The supplier
will compile a monthly report and deliver the report to the City of Cape
Town authorised representative two days prior to the scheduled meeting
date.

Communication to be done by the City’'s delegated Information
Technology . Manager and  authorised  represenfatives  from
s f‘f") L79 __ (Company).
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SERVICE PENALTY

In each case of a failure to satisfy a Service Level, the Supplier will satisfy
the applicable Service Level within seven days from date of nofification of
service level failure.

in addition, in each case that a Service Levet is not complied with, the Cily
shall be entitled (but not obliged) to recover a Service Penalty, calcuiated
in the manner described in the Service Penally Calculation Section.

SERVICE PENALTY CALCULATION

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

6.2

6.10

Each Service Penalty is made up of an accumuiation of Grief Points.

Grief Points are accumulaied automatically by the City due fo failures by
the Supplier to meet Service Levels.

Grief points shall be allocated for each failure to meet any Service Levels
in each calendar month.

Each block of 15 (fifteen) Grief Points that is accumulated by the City in
each month will constitute a Service Penalty, which may be claimed by
the City. Consistently high monthly Grief Points over saveral months will be
reviewed and consideration given to this constituting a Service Level
Terminal Event.

Refore every monthly SLA meeting the Supplier will generate areport with
all the details of the non-compliance of the service levels and the grief
points that the City is entitled.

The City may claim a Service Penalty by informing the Supplier at the SLA
meeting or in writing that it is claiming the Service Penalty.

On the first accumulation of a Service Penalty, the penalty which may be
claimed will be 5% {five percent) of the Order or Service Fee affected that
the City must pay the Supplier in terms of this agreement for the month in
which the Grief Points were incurred.

The penalty will be claimed as a discount in following month’s account.

A 12-monin roling period will commence on the first (157 day of each
monih. A 12-month rolling period is defined as the current month and the
previous 11 months.

A the second accumulation of a Service Penalty in any 12-month rolling
period, the penalty that may be claimed will be 10% (ten percent) of
the Order or Service Fee affected for the month in which the Grief Points
were incurred.

88




6.11

7.

7.

7.2

8.1

8.2

9.1

9.2

10

101

10.2

10.3

On the third and subsequent occurrence of a Service Pendalty in any
rolling 12month period, the penalty thal may be claimed will be 15%
(fifteen percent) of the Order or Service Fee affected for the month in
which the Grief Points were incurred and may constitute a Service Level
Termination Event,

TERMINATION - GENERAL EVENTS

Termination for defauit; See clause 23 of the GCC

Termination for insolvency: See clause 26 of the GCC

NOTICES

All notices given by any party fo any other hereunder shall be given in
writing and shali be sent by prepaid registered post, or shall be delivered
by hand, o the recipient's domicilium for the time being.

Notwithstanding anything to the contrary herein contained, o written
notice or communication actually received by a party shall be an
adequate written nofice or communication to him notwithstanding that
it was not sent nor delivered to the recipient’s chosen domicilium.

DOMICILIA CITANDI ET EXECUTANDI ADDRESSES

For all purposes of, and arising in connection with, this Agreement the
parties choose as their respective domicilia citandi et execufandi
addresses the above addresses.

Any party may from time to time change ils address for the purpose of
this clause to any other address within South Africa upon noft less than 10
(ten) days’ notice given to the other party fo such effect.

GENERAL

This Agreement and the related tender sets out the entire agreement and
understanding between the parties in connection with the subject matter
hereof and supercedes all prior agreements, if any, between them.

None of the parties shall be bound by any express or implied term,
representation, warranty, promise or the like, not recorded herein.

No addition to, variation or consensual cancellation of this Agreement,
shall be of any force or effect unless in wiiting and signed by or on behalt
of all parties.
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10.4

10.5

10.6

11

No indulgence which any party may grant to the any other shall
constitute a waiver of any of the rights of the grantor who shall not thereby
be precluded from exercising any rights against the graniee which might
have arisen in the past or which might arise in the future.

All parties acknowledge that, in entering into this Agreement, they are
not relying upon any warranties, representations or undertakings
howsoever or to whomsoever made, save and except in so far as same
are embodied in this Agreement.

This Agreement is read together with the General Conditions of Contract
and the Special Conditions of Confract as contained in the Tender
Document.

APPLICABLE LAW

This Agreement shall in all respects be construed in accordance with, and
shall be governed by, South African law.,
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Aé: PRICING SCHEDULE

Schedule D: IT Security Intelligence

Pricing provided must be for a fully working and licensed product. Provide options and fully explain alternatives.
Products must be able to integrate into the existing environment. Any ambiguity must be explained as part of the
pricing provided. Where additional licenses or modules are recommended to enhance protection, indicate as
recommended and not part of the base product. This approach will assist in comparing various technologies.

Sections provided are an indication of anticipated requirements. Where additional sections or compenents must
be added, do so by expanding the table.

1. Price as per below tables.

2 Provide an SLA cost in order to be able to meet the terms and conditions of the service level
agreement. Ali SLA amounts must be provided on an annual basis. If necessary, during evaluation the
Bid Evaluation Committee may also divide the Year amounts by 12, in order to determine the
appropriate monthly cost.

3. Ad hoc labour costs will be considered for evaluation purposes.

4. Failure to provide pricing for each component of the solution will render the tender nonresponsive,
unless the functionality has been included elsewhere within the same section. Do not leave any
component blank; an explanation must be provided.

Please indicate the Mark-up percentage: 9 Ya

Please provide your partnership status by identifying the relevant technology area and your partnership
status:

McAfec or equivalent ' PLATINUM

o




Schedule D: IT Security Intelligence

| 1T Security Intelligence platform or equivalent -

McAfee Enterprise Security Manager ) R 312 420,99 o
D1.1 5700 1YrBZ+NBD or equivalent ETMS5700NBDA 9%

McAfee Advanced Correlation Engine R 143 000,44 o

b1.2 2650 1YrBZ+NBD or equivalent 2 ACE2560NBDA 9%
McAfee Enterprise Log Manager 5700 o

p1.3 1YrBZ+NBD or equivalent 2 ELM5700NBDA R 211 888,04 9%
McAfee Event Receiver 2650 o

D14 1YrBZ+NBD or equivalent 4 ERC2650NBDA R 393 632,97 9%
D15 McAfee GTI for ETM-5700 1:1BZ or 1 GTEETM5700GIEAD 9 o

¥ | equivalent -AA R 53 042,14 >

:::::[:,_2'_;_1 .

Per

D2.1 | Project Manager Hour | R 1150,00 R 1265,00 R 1391,00 | R 1530,00 | R 1683,00
D2.2 | Architect EI‘ZLF R 1250,00 R 1375,00 R 1512,00 | R 1663,00 | R 1829,00
D2.3 | SME (Subject Matter Expert) ;i;r R 1250,00 R 1375,00 R 1375,00 | R 1663,00 | R 1829,00

Annual Rate.
| (Rand) Year 2.
(Excl VAT

Managed service to
operate T Security
D3.1 | intelligence platform 8 | R 1663315,37 | R 1829646,90 | R 2012611,60 R 221387276 | R 2435260,04
X 5 business hours
only
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| service Level Agreement

SLA Description-

(Rand)Year 1 (Rand)
| 1 (Excl VAT) ¢

(Rand) Year

. |B(E ol VAT)'

_Annual R' 'e

D41
SLA

As per relevant

R 955100,43 | R1050610,48

R 1271238,67

R 1398362,59

Description of

D51

MoAfee ESM

essentials or
equivalent

TRN-TCL4A

R 67802,00

D52

McAfee ESM for
Analyst-l or
equivalent

TRN-TCL4A

R 2 0:3406,00

0%

D05.3

McAfee ESM for
Analyst- 1l or
equivalent

TRN-TCL4A

R 2 034086,00

0%
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APPENDIX A7: SPECIFICATIONS

5.1, Introduction
The City's IS & T department has deployed a variety of iT security technologies and
controls as part of the City’s IT Security roadmap, in order to ensure confidentiality,
integrity and availability of City data.
As part of the previous 1T Securily Tender 3025/2016/17. number of technologies
that were obsolete have now been replaced with modern technologies. In
addition, as part of the previous tender, new technologies have been deployed
providing new functionalify.
It is therefore the City's intention fo expand, support, mainiain and mature these
newly deployed cyber security environments. These environments are therefore
requesling pricing on specific fechnologies or equivalent as per pricing instruction
4.17.
For new requirements and where no solution has been depioyed, service
providers may propose solutions that fit the City's defined requirerments. In terms
of providing available documentary evidence, details of any additiondl
documentation provided should be included in Schedule 14: List of other
documents altached by tenderer, below, and clearly referenced in your answer
page/s in its respective answer area. And, where requested in the document, all
relevant reference documentation to be affached in Schedule 16, cross
referencing the applicable question which should be clearly marked in the

document AND within Schedule 14: Information to be provided with the tender.

1.1 IT ARCHITECTURAL STANDARDS AND GUIDELINES

This section provides prospective vendors with tech nicati information regarding the
City's current IT environment. For this tender the Cily’s IT Architectural siandards
are categorized into Compulsory, Preferred and Not Supported for the proposed
solutions.

«  Compulsory IT Architectural Standards
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These standard are mandatory and the proposed solution(s} must adhere to
these standards to ensure interoperability with existing IT landscape and fo
be accepted by the City's IT Architecture governance.

Preferred IT Architectural Standards
These standard are recommended for proposed solution(s) to ensure
seamless integration with the City's existing IT landscape and would be
considered for acceptance under the City’s current [T Architecture
governance.

Not Supported T Architectural Standards
These standard have dlkeady been considered under the City's [T
Architecture governance framework and rejected or does not comply to
the City's standards and therefore must not be considered in the proposed

solutions.

5.2.1 Compulsory Minimum [T Architectural Standards

IP protocol only on the network

The use of Secure Transport Layer Security (LS} version 1.2 between all
application components

Encryption of all data in transit which has been classified as confidential,
sensitive and personal identifiable information.

Separate database and application server architecture.

ODBC or OLEDB connections between applications and databases O Full
relational database design, using stored procedures.

All DLLs must be wiapped as COM+ objects (preferably written in .NET)
Minimurm Net Framework to be used version 4.7.1 in order to fully support TLS
version 1.2

Scheduled events via DTS on SQL Server.

Application security {i.e. user accounts) at the application or database level
(not at the OS level)

Applications and Databases hosted on Virtual Machine (VM) Servers created
using MS Hyper-V {only}

solution must function within a Microsoft Managed Environment
25
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«  PC thick clients must not function requiring administrative righis

«  PC Thick clients must be packable and deployable across a network using
System Centre Configuration Manager {SCCM) to locked down mandged pc's

+ Solution interfaces with SAP must be SAP architectural compliant {preferably
certified)

« Al confidential data must be encrypted

«  Applications

5.2.2 Preferred |T Architectural Standards

+  Application Solutions hosted on Microsoft platforms

+  Web applications rather than thick client/server applications

« If thick client applications are used, these needs to be packaged in the
Microsoft Instalier format (MS)

« Business logic implemented in stored procedures rather than in inline code.

« The ability to co-exist with other 3rd party applications on the same hardware.

«  Appilication solutions not hosted on Microsoft platforms but on platforms such
as Linux will be reviewed and considered based on the proposal put forward

and as it complies with the requiremenis above
5.2.3 Not Supported iT Architectural Standards

« Active X Conlrols — the managed desktop environment does not permit these.

«  Mapped Network Drives or UNC paths between workstations and application
servers

+  Mapped Network Drives between application/web/database servers

+  Mapped Network Drives of UNC paths between workstations

+ P addressing - use DNS addressing insiead

«  Application and database on same server

+  Custom-developed Windows server services
+  User/Application accounts requiring a permanent server login

«  Microsoft Access on a server }D
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«  Applications writfen in such a manner whereby usernames and password are
embedded in the application code

. Insecure Secure Socket Layer Security (SSL) protocols e.g. SSL version 3

1.2 SCOPE

For this tender it is requires for suppliers to supply and implement the goods and
services for the identified 12 sections or technology areas within the {T Security
domain. This supply and implementation wilt happen within the current [T Security
operational environment and care must therefore be taken to ensure at all times
continued T Security operations and the no exposure or increased risk i5
introduced from the program or any individual sub-projects that will be required
to deliver on all the tender requirements.

in general, the goods and services scope of the tender includes:

+  The solution design, supply and implementation of Hardware components
including appliances, storage, servers.

.« The solution design, supply and implementation of Software components
including application, licensing, subscriptions, maintenance, maonitoring tools,
management tools efc.

. Services: upgrade, implementafion,  fraining,  operation, support,
maintenance, service level agreements, managed services, security
assessments efc.

+  Any other inferrelated components to ensure G working solution

The specific scopes in the tender in terms of specific solutions or technologies are
grouped in twelve solutions sections and include:

+ Schedule A: Reverse Proxy

Provide a Cilrix or equivalent reverse proxy solufion including load balancing and
web application firewall functionaiity as well as reporting and decryption and re-
encryplion solutions. Delfivery metrics for this solution will be managed through

agreed Service Level Agreement (SLA)

« Schedule B: Vulnerability Management (VM]
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Provide a Tenable vulnerability management solution or equivalent for the
infrastructure, application, web application, database and firewall landscape
which include reporting and asset classification functionality. Delivery metrics for

this solution will be managed through agreed Service Level Agreement (SLA)

«  Scheduie C: Citrix Virfual Deskiop Infrastructure or equivalent
In this section tenderers will be required to expand and provide support and

maintenance services for the Citrix VDI platform or eguivalent.

+ Scheduie D: IT Security Intelligence
Tenderers must propose a McAfee solution or equivalent for an T Security

intelligence Platform to facilitate the integration of the in scope services, Delivery
metrics for this solution will be managed through agreed Service Level Agreement
{SLA}.

- Schedule E: Data Loss Prevention
Provide o Data Loss Prevention {DLP) solution which will infegrate with the existing

environment. The successful tenderer will also be required to project manage the
implementation of this solution. Delivery metrics for this solution wil be managed

through agreed Service Level Agreement (SLA).

+ Schedule F: Anti-malware solutions & Email Hygiene

Provide the requested Trend Micro Anti-Malware solution or equivalent for the
City's environment. Provide Trend Micro email gateway functionality or equivalent
and Exchange 2013 antimalware protection in both Cape Town and Goodwood
data centres including advanced anti-spam and anti-malware capability. This
solufion must also provide reporting for anti-malware, content fitfering and spam
solutions. Delivery metrics for this solution will be managed fhrough agreed Service

Level Agreement {SLA).

+ Schedule G: Security assessment services
Security assessment services are required for the CCT's SAP Portal, including

application and infrastructure environments and a Microsoft Internet Services
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project. it is the intention that a panel(s) of service provider for each project wil

be created. Work will be rotated according fo a defined schedule.

« Schedule H: Cloud Access Service Broker (CASB}

Provide a Cloud Access Service Broker [CASB) solution which will integrate with the
existing environment and future planned cloud services and applications. The
successiul tenderer will also be required fo project manage the implementation
of this solution. Delivery metrics for this solution will be managed through agreed

Service Level Agreement (SLAJ.

1.3 REQUIREMENTS
For each requested solution / goods / service section the background and context
is provided followed by the requirements statement for the specific section. Please

respond within the table provided per section.

1.4 INFORMATION GUIDE ON FUNCTIONALITY SCORING

In preparing your response to this request, your goal should be to maximise your
score by convincing our evaluation and adjudication panels that you offer the
best solution and service. Points will be awarded for completeness of responses.

You should address alt the areas.

Answer each mandatory question in its entirety and insert your responses into
Annexures Al-Aé in this document and expand your answers where necessary,
Please respond fully to each question before proceeding to the next question. Do
not place additional information in an appendix or annexure, rather place any

additional answer o the question using the foliowing numbering convention:.

if the answer for a question is on page 10, you may append any further answer
pages with the question clearly referenced at the top of the page and the page
should be numbered 10.1, 10.2, etc. af the bottom of the page (please see

positioning and numbering convention of this document);
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In terms of providing available documeniary evidence, details of any additional
documentation provided should be included in Schedule 14: List of other
documents attached by tenderer, below, and cleatly referenced in your answer
page/s in ifs respective answer area. And, where requested in the document, dll
relevant reference documentation to be attached in Schedule 16, cross
referencing the applicable question which should be clearly marked in the

document AND within Schedule 16: Information fo be provided with the tender.

If you feel that a question overlaps another guestion, then repeat your answer Qs

different people may evaivate and adjudicaie different answers.

schedule B: Vulnerability Management — Background and Requirements The City
~ currently uses the Tenable.SC Vulnerability Management platform in order fo
perform extensive vulnerability assessments of the environment. It has now
become necessary to further expand the reach of the system due fo the City's IT
security and compliance requirements.

The Tenable.SC web application scanner (WAS) currently does not meet the City's
requirements from a reporting perspective, which impacts the City's ability to
remediate detected vulnerabiiities. Hence the reason for the City requesting
additional bids for Web Application Scanner.

The vulnerability management tool(s) is required to perform vulherability scans
which conform to the Cls-certified {Centre for Internet Security) audit standards,
in order fo comply to the standards, set by the Auditor-General of South Africa for

operating systems and databases. This requirement is mandatory.

The following environments are fo be scanned for operating system, database
and application vulnerabilities:
1. Windows Server 2012/2016/2019 and all variants

AIX7.2
SUSE Linux 11, 12, 15

Red Hat Linux 7, 8
Microsoft SQL Server 2014/2016 and all variants
Oracle 11.2/12c and iater

o s N
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7. SAP HANA

8. II87.5and later

9. Apache 2.2 and 2.4

10. MySQIL 5.3 and later

1. MariaDB 10 and later

12. SAF Porial

13. ESRI ArcGiIS

14. Microsoft fechnologies

15, SAP technologies

16. Frewalls

In the following table, please respond to each item. Please complete the
“Description / Technical Response” column for each item that is included. This
section is a technical response seclion and must be responded in fulll. An
exiraction of these question will be repeated as evaluation guestions in
“Evaluation” section 4.5 where the scoring criteria will be provided. It is highly
recommended you review the scoring criteria in detail, prior to providing the

necessary detailed technical response.

Functional Questions

in the following table, please respond to each item. Please complete the
“Description / Technical Response” column for each item that is included. This
section is a technical response section and must be responded in full. An
extraction of these question will be repeated as evaluation guestions in
“Evaluation” section 4.5 where the scoring criteria will be provided. it is highly
recommended you review the scoring criteria in detail, prior to providing the

necessary detfailed technical response.
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_ _Technlcol Requ;re:menfs / Q_'_'eshons

L Descrlphon / Techn'lcal Response

D1

Describe how The McAfee ESM or eqqulem‘ waI
integrate with the City’s existing ICT infrastructure
and application environments  considering  the
City’s Two Data Centre strategy.

McAfee ESM supports a wide ronge of data sources thcn‘
provide evenis including Anfivirus, Application,
authentication, Dalabase, Firewall, Host Server Operating

Systerns, [DS/IPS, Mainframe, Network switches and routers,

Protocols, Security Appliances, UTM, Virtual Private Network,
VPN, Vulnerability Systems/VA, Web Conient Filters and Proxy

Servers.,

McAfee ESM supports o wide variely of protocols for
communicaiing with data sources including systog, CEF, SGi.
query, WMI, SDEE, OPSEC, eSteamer, ofher proprietary
formats and APlintegrations.

To cater for the Cily Two Data Centres, McAfee SIEM devices)
will be dupliccted across the fwo sites in an aclive-active
deployment mode fo cater for aload balanced of log
ollection at both sites while providing the ability to fully
foilover on one site, should one site goes down.

Please reference

ﬁa‘%ps:f/www.mccfee‘com/enferprise/enus/osset&/def@

kheels/ds-siem-supporled-devices.pdf for a list of supported
devices and their associated collection methods,

D2

Describe how events are processed and
correlated in real-time across from multipie sources

in order to provide relevant contextual

information

McAfee SIEM coliects raw events from a wide range of data
sources that get normalized to give them a general

contextual description used for detection of malicious
nctivities, monitored activities, event severity assignment
efc...
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D3

Describe  how events e

to identify threats and atiacks

analysed andMcAfee ACE provides advanced event correlation to any
categorized over d short to long term basis in ordet]

Mcafee ESM deployment, Mcafee ACE appliances
supplement McAfee ESM's existing event correlation
capabilifies by providing two dedicated correlafion engines.
McaAfee ACE can be deployed in either real-time or historica
mode. When operaiing in red-time mode, events are
analysed as they are collected for immediate threat

and risk detection. In historical mode, any avdailable data
collected by McAfee ESM can be replayed through either or
both correlation engines, for  recursive threat and  risk
detection.
McAfee ACE provides the necessary processing horsepower|

fo support this new level of correlation across an entire
enterprise and can easily scale fo accommodate even the
largest networks. And because McAfee ACE s a standalone

appliance, there's absolutely no performance impact on the

SIEM in terms of event collection and event management—
aflowing full utilization of all of McAfee ACE's correlation
capabiliies without compromise,

D4

data sources can be defined by the

experience.

Describe how custom use cases using multiple| The McAfee ESM GUI offers a graphical drag-and-drop uset

administrator of the system with minimal training of]

intferface o quickly and easily create custom correlation
rules from scratch or by using one of the 200+ default rules as
a template, Correlations rules can be created using any of
the 80+ glements McAfee ESM indexes individually or in
combination, as well as utilizing Time, Date, Data Source

(specific or Type} and severity. Addifional contextual
elements such as Event Threshold, Monitored Time Range
and group by are available.

D5

Describe how the solution performs profiling in
order to identify potential risks from users,
devices and data

McAfee ESM is o self-contained applionce which manages
event metaddata using the Snowflex database. Snowflex is the
evolution of the McAfee EDB high performance database. All
event data that is collected and normalized is maintained in a
common schema format regardless of the orginal data

source, This allows for complex event correlation and analysis
Using common indexed fields across disparale event sources.

Dé

Dascribe how network traffic within the City’s
Data Centre’s can be andiysed to detect
malicious traffic

The McaAfee Advanced Correlation Engine analyzes data
flow, detects suspicious patterns within the data flow,

generates correlation alerts that represent these patterns,

and provides these alerts into the McAfee ESM for viewing,

reporfing and alerting. Suspicious pattems are represented by
data interpreted by the 200+ defaull cormrelation policy rules.
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D7

Describe how network traffic from the

internet can be analysed to detect malicious

tratfic to City website and internal services.

Using the buillin threat feed [McAfee GTH), McAfee SIEM g
able detect traffic from IPs that have been listed as

Mdlicious.

Also using comreiation on events from Frewall, IFS and Web

Application Firewalls, McAfee Advanced Correlation Engine is
able to deiects suspicious activities from extemal sources 1o
the City websites and internal services,

D8

Describe  how  vulnerability  management [McAfee SIEM supports the following VA tools:
information  will be leveraged to provide
contextual  information  regarding  potfential] Reipid 7

attacks from threat feeds.

s McAfee, Foundstone Foundscan

* Lumension Scan

* Nessus

« Qualys

« Saint Vulnerability Scanner
« ebvye

+ nCircle, IP340 Scanner

vulnerability data is used to fink known issues to events,
Events can be tiggered from alerts that are generated by

McAfee SIEM,

The McAfee SIEM solufion provides the abiity 1o create
axceptions to reduce false positives. This is accomplished thru
the use of defined variables within the system as well as rule
exceptions. These funclions are all performed thru the single

GUl interface.

Also, the default correlation rules have been extensively
velied to minimize false positive detections. Additionally

each default comrelation rule can be tuned by the customer
o both improve accuracy as well as To provide more relevant
event matching.
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D9

Describe how the McAfee ESM or equivalent will
be deveioped from @ base in order to provide
future scalability and performance.

McAfee SIEM solution components are provided as hardware
or virtual appliances with performance measured by events
per second {EPS). Licensing is perpetual and not restricted to
br licensed by number of users, end-systems, data sources
that provide events or device types. Therefore, configurations
Wwill be sized and priced based upon individual customer

requirernents and EPS rates of the data sources infegrated.

The McAfee SIEM solution incorporates a scalable and
distibuted architecture ihat aliows for flexible growth, Each
component of the solution is tuned with performance as a
top priority.

The solution is able to use a combination of virtual and
hardware resources including appliances of different sizes in
kome cases. Two ESMs in a cluster can share the dala and
operations operating as a single unit sharing data and
resources. 11 is possible to start with a single ESM and grow
organically as needed. Should reguirements go beyond the
resources of a single ESM, it's easy 1o deploy an additional
cppliance to support the growth,

For collection, Receiver appliances are sized by the events pey|
second that the resources included are abie fo handle.
As more Receivers are added the capacily increases lineaily|
while data sources are distributed across the new appliances.

Our Sales Engineers have access fo d sizng calcuiator and

help with sizing and design estimates,
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D10

Describe how cll operating system
information or events {as per above) wil
be ingested and processed through the
I Security Intelligence platforme

McAfee ESM: How it works

1
Wt e el
Thee
N L +
o P BRI T
E%;
oo 18 R IR ESY &A-.v.u

Piease reference httos,/ /www.meafee com/enterprise /e
us/assets/data-sheets/ds-em-supported-devices.pdi fora
list of supported devices and thelr assoclated collection
methods.

Drata Exchanc LIser

Events collected by McAfee ESM cre then parsed,
Indexed, normalized and stored on the appiance for fast
deeess and analytics.

D1

Describe how all antivirus information or

processed through the [T Security
infeligence platform?

events (as per above) will be ingested and

See dlagram in our response to D 10 above.

Please reference hitps,//www.mcafee com/enterprise/en:
s/ assets/data-sheets/ds-darsupporied-devicesdf for alist
bf supported devices and thelr assoclated coliection
methods,

Events collected by McAfee ESM are then parsed, indexed,
nhormalized and stored on the appliance for fast access and
analyfics.
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Describe how all firewall and IPS information or
events (as per above)] will be ingested and
processed through the T Security Inteligence
platform?

See diagram in our response to b 10 above.

Please reference
e s mic cfes comfentemrise fonus fassets foata-

shaats/ds-siem-supported-devices pdi for a list of supported
Hevices and their associated collection methods.

D12
Evenls collected by McAfee ESM are then parsed, indexed,
normalized and stored on the appliance for fast access and
analytics.

Describe how ali switching and routing formationfSee diagram in our response fo D 10 above.
or events {as per above) will be ingested and
processed through the [T Securty Inteligence
Iotform?2 Plecse reference
P ¥ tins L banan mcafes.comiontanise /o wimssets/odata-
sheals/ds-siem-supporied-devices.pdf for a list of supported
Hevices and thelr associated collection methods.

D13 Evenis collected by McAfee ESM are then parsed, indexed,
normalized and stored on the appliance for fast access and
cnalytics.

Describe how all web server information or events See diagram in our response to D 10 above.

(as per above) will be ingested and processed

through the IT Security Intelligence plattorm? Please reference
e/ feeww mcafee comfenterndse feris/osseds fdata-
sheels/ds-siem-supporied-devices.pdf for a list of supported
devices and their associated collection methods.

D14 “venls collected by McAfee TSM are then parsed, indexed,
normatized and stored on the appliance for fast access and
analytics.

Describe haw ali proxy server information or eventsfSee diagram in our response to B 10 above.
{as per above) will be ingested and processed
rough the IT Security Inteligence platform?
fhroug Y 9 P Please reference
e/ fanane mMic cfee.comlentermnnse fenys fasseto/dato-
sheeots/ds-siem-supported-devices pdf for a list of supported
devices and their associated collection methods.
D15

Events collacted by McAfee ESM are then parsed, indexed,
normalized and stored an the appliance for fast access and
cnalytics.
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Describe how aft SCOM information or events

(as per above) will be ingested and processed
through the [T Security Intelligence platforme

See diagram in our response to D 10 above.

Please reference

httre £ fswenemccfes cnmienterarise fens/ossets /dato-
sheets/ds-siem-supporied-devices.pdf for a list of supported
devices and thelr associated collection methods.

D16 Events coliected by McAfee ESM are then parsed, indexed,
normalized and stored on the appliance for fast access and
analyfics.

Describe how all Active Directory information or|See diagram in ourresponse to D 10 above.

avents (as per above) wil be ingested and

processed through the [T Securly Intefligence

platform? Please reference ‘
itgffananar meaise comisnisiorice lenis/assote/data-
sheels/ds-siem-supported-devices.pd! for a list of supported
devices and their associated collection methods.

D17 Events collecied by McAfee ESM are then parsed, indexed,
normalized and stored on the appliance for fast aceess and
anatytics.

Describe how all Windows Event Forwarding See diagram in our response fo D 10 above.

(WEF) for Windows servers and will be ingested

and processed through the IT Security inteligence
Plecse reference

plOﬁO{ma hing /fwsanwy moofee comlentermise/enus/asseds/data-
sheets/ds-siem-supporied-devices.pdf for a list of supporied
devices and their associated collection methods.

D18 Events collected by McAfee ESM are then parsed, indexed,
normalized and stored on the appliance for fast access and
analytics.

Desciibe how all databases information or events See diagram In our response to D 10 above.

(as per above) will be ingested and processed

through the T Security Infeligence plaiform? Please reference
mitme ey mccdee camjenternrisefans/assats/data-
iheetls/ds-siem-supporied-devices.pdf for a list of supported
devices and their associated collection methods.

D19

Events collected by McAfee ESM are then parsed, indexed,
normatized and stored on the appliance for fast access and
canalytics.
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P20

Describe how all SAP information or events (asBee diagram in our response to D 10 above.
per above) will be ingested and processed :

. ‘ 2
through the IT Security Intelligence piatforms Plouse reference

ting Hwww moafes camientorprise fenusiossets folnia-
sheals/ds-siem-supporied-devices.pdf for a list of supporfed
Hevices and their associated collection methods.

Events collected by McAfee FSM are then parsed, indexed,
normalized and stored on the appliance for fast access and!
cnalylics.

D21

Describe how the IT Security Inteligence will A McAfee Scheduled SAP Job will be setup and scheduled on
integrate with the SAP application landscape, the SAP application fo ouiput SAP transactions and SAP
providing input o use case using SAP security events to an extemal SFIP, FTP or NFS server where

fransactions, and not just SAP security event logs, McAfee SIEM will pulf the output events from.

D22

Consider the following scenario. A qufopAssuming that local host firewall logs and network firewall/1IP§
connected o the City's network is infected with logs are ingested into McAfee SIEM. McAfee SIEM is able to

malware that has rendered the antivirus software detect the malware process that initiated the connection to
A bl dis aift ting 1 ad within th the malicious server on the inferet using McAfee Global
inoperable, and is attempting 10 spread WIthin INSyyq o inteligence and local firewall events. The assumption

City's network to other workstations and being that the malicious server IP is listed in McAfee Global
servers and s trying to download a payload ffoMihreat inteligence feed.

a ”_‘Q”CiOUS server on .The |f‘_fem@*- This laptop isiysing McAfee Advanced Correlation Engine, McAfee SIEM will
patient zero has been identified as a user thal e able to detect port and network scanning using both local
clicked on g link in a phishing email. Describe inﬁrew(}" and network firewall/IPS events,

detail how behaviour will be detected, reported
and

remediated without visiting the laptop. State dil
cssumptions,

D23

How wauld the McAfee ESM solution or equivalentjMcAfee SIEM does integrate out of the box with many DLp
integrates with your proposed or other Data Loss kolutions (e.g. McAfee DLP, SymantecDLP, Trend Micro DLP

Prevention solutions etc...)
Using user behaviour and trends, McAfee SIEM is able 1o

detect suspicious activities.

D24

Explain in detait the end to end support modelDRS provides various support opfions for clients that are
from the reseller fo the vendor, ensuring that the lqiiored to suit thelr needs. We have included our Support
City has the necessary

local support to ensure compliance with the SLA
as attached to the tender document.

and Response Charter as well as a sample SLA in Schedule

16.The DRS support desk is aligned to vendors and their partnet
orograms to ensure the highest quality of service.

109




Tender no 2655/2019/2020

D25

Provide signed reference letters from companies
or organisations with in South Africa where you
have provided architecture, implementation
and support services for the proposed solution.

Ornly official letters will be recognised which have

heen authorised by a delegated manager.

Contact detalls must be provided in order to

perform verification of your solution. It would be.

highty beneficial for the reference ietters to

include details of the project including relevant
technologies which the City uses. Provide dll
required evidence in Schedule 16:

Information to be provided with the tender

Please refer to reference letters in Schedule 14
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Department
completes the
“Request for

icomthter hardwareI

v Y
IT Procurement Business Unit
create creates
Purchase Purchase
y }
Cost Centre
Manager
release
Purchase
3
Procurement
creates

Purchase Qrder

¥

Y

Purchase Order

faxes or e-mails to

Wendor confirm
receipt of

Warranty Repuairs / Services / Fault Reporting

Authorised representative: Alan Moon

E-mail address: Alan.Moon@capetown.gov.za
Telephone number: 0214001600

[Insert your process flow fo request warranty repdirs or a service or fo report
a fault]

insert process flow from above and modify - just log call
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City Security Team
monitors health

'

City Security Team
detects error and
analyse

!

City Security Team
logs calt with
<supplier> Service
Dask

h

<Supplier>
performs third line
support

+

<Supplier>
escalate to vendor
if required

Call resolved and
City informed
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2.5 Roles and Responsibilities
The Supplier
Parly Functiondl Role - | Service Responsibility =
Service Maintain guaranteed | Logging and tracking of confractual incidents for all
Provider service levels and | problems from receipt of issue from City to resolution.
service assurance
Service Performance Quarterly reports to the City
Provider Management Report
Service Contractuct Incident | Quarterly reporis to the City
Provider Report
Service Supply and delivery of | Supply and deliver of equipment within a period of six
Provider goods weeks from date of purchase order received from City
Service SLA measurement Caleulation of any Service Credits if due
Provider
Service Adherence to  all | Communication with City contacts only
Provider change control,
maintenance and
emergency
procedures
Service Support and | Provide support and maintenance services from receipt
Provider maintenance of logged call from City This includes managing
escalation procedures 1o the vendor support centre
Service Solution Design Drafting of solution designs, scenarios and associated
Provider quotations in arder to meet the information security
requirements of the City of Cape Town
City of Cape | Request for solutions | Clearly defined requirements
Town 1S & T
department
City of Cape | Generate purchase | Supply orders with official City order number, delivery
Town S & T | order address and conftact person
department
City of Cape | Taking receipt  of | Sign Invoices or delivery notes on delivery of orders
Town IS & T | goods, and support
depariment and mainfenance
certificates
City of Cape | Fault notification Log support calls with supplier with relevant detdails
Town I8 & T
department
City of Cape Measure and Jfor audit the measurement of delivery
Town IS & T | SLA measurement schedule, arrange Goods Receipt Note (GRN)
department
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line departments other than IS&T

2.4

Reqguest quotes from IS&T

Raise Purchase Requisition

Release Purchase Requisition on SAP

On delivery of ardered equipment, sign the Receipt or Delivery note
GRN fhe Purchase Order

YA

Scope

2.6.1 In-Scope

« Quotations

+ Solution design and proposals

.+ Supply and delivery of services, licenses, goods, and support and
maintenance certificaies
Support and maintenance processes with supplier

2.6.2 Out-of-Scope

27

3.1

3.2

+ Informai telephonic queries
Description of Services:

+  Quotations

+  Support and maintenance

+  Log calls with vendor

- Management of vendor processes on behalf of the City

Types of equipment:

+  Appliances - various
«  Servers
+  On premise

Refer to Pricing Schedules within the tender document, regarding the SLA
costs to be provided in order to meet the terms and conditions of the
Service Level Agreement measurements as per Schedules listed below.

SERVICE LEVEL MEASUREMENTS

The provision of each Service will be measured by comparing the level at
which the actual Services are provided against the level at which the
parties agreed that the Services will be provided as set out below;

The method that the parties will use to make this comparison is set out below:
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3.1 Schedule A: Reverse Proxy

# Service Element Service Measure Service Metric Grief
Points
incurred
for non-
performan
ce

1. Device Availability Uptime of each Not defined --

individual  Reverse
Proxy Device
2. Service Avdilability Uptime of the Not defined -
Reverse Proxy
service
3. Incident Response Mean Time To Less than 60 minutes g ” Grief
Respond  (MTi} - o
Priority 1, 2 &3
Incidents
Maximum Time To | Remediate 5 Crief
Restore (TTRMa) | configuration issues Points
Priority 1 & 2 within one (1} full
Incidents Working Day
Maximum Time To | Five (5} full Working 5 Grief
Replace (TTRpMax) Days Poinis
4, Provide I'\_Acfm’rencmc:e Technical .suppon‘ Provided {yes / no) 5 . Grief
and Technical Support | services available as Points
specified Assessed monthly by
random check
Note: non-availability
of technical support
may result in Device
and/or Service
Unavdilability, and will
be penalised
consequently
5. Provide and mcein"rain Proyide. and Provided [yes/no) 2 . Grief
Contact information maintain contact Points
defails Assessed monthly by
random check
Key Contact Person Not defined -
responds timeously
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Adhere to | Responses to | Dasign Proposals] 5 Grief
procurement, ordeting, | requests for Design | provides within ten full | Points
delivery and payment| Proposals as | Working Days
process required {yes /no)
Responses to 1 Grief
reqiuests for Quotations provided | Point
Quotations within seven (7) full
provided ds Warking Days (yes /
required noj
Equipment Delivery | Specified items
process followed as | delivered - not
specified defined
Packaging as -
specified - not
defined
Ltabelling as specified
- not defined
Equipment Delivery | segyvery within quoted | -
process followed as lead time - not
specified defined
Fault handling -
process followed | Delivery at the place | -
specified in the
Purchase Order — not
defined
Not defined --
Repair or | Not defined --
replacement
process foliowed
Provide monthly Provided within seven | 2 Grief
Summeary Report as | (7) full Calendar Days § Points

specified, including
record of all
Incidents and
related resolutions,
plus  root  cause
when requested

after the last day of
each month (yes/no)
Assessed monthly
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Report to the City 2 Grief
Paints
Ei’?s?gn din on an Provided within seven
d {7) full Calendar Days
software  updates,
. after the last day of
security updaies
each month (yes/no)
and related
. Assessed monthly
recommendations
AHen'd Service Review | Physical Prasent as per 2 . Grief
Meetings G’de'rwdancg at the | gitendance register Points
Service Review lyes/no)
Meeting of the Key
Contact Person Assessed per meeting
as  evidenced Dby
Attendance Register
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3.2 Schedule B: Vulnerability Management (VM)

Service Element Service Measure Service Metric Grief Points
incurred  for
non-
performance

Device Availability Uptime of each Mot defined -

individuat Device
Service Availability Uptime of the Not defined -
Vulnerability
Management
service
Incident Response Less than eight (8)| 5 Giief Points

Mean Time To

Respond (MTTr) -
Priority 1, 2 & 3
Incidents

Maximum Time To
Restore (TIRMa&} -
Priority 1 & 2
Incidents

Maximum Time To
Replace (TIRpMax)

conseculive hours

Remediate
reconfiguration issues
within three (3] full
Working Days

Five {5) full Working
Days

5 Grief Points

5 Grief Points

Provide Maintenance
and Technical Support

Technical  support
services available as
specified

Provided [yes / no)

Assessed monthly by
random check

Note: non-avdilability
of technical support
may resulf in Device
and/or Service

Unavailability, and will
be penalised
consequently

5 Grief Points

Pravide and maintain
Coniact Information

Provide and
maintain contact
details

Provided (yes/no)

Assessed monthly by
random check

2 Grief Points

Key Contact Person
responds timecusly

Mot defined
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5 Grief Points

Adhere to | Responses Yo | Design Proposals
procurement, ordering, | requests for Design provides within fen
delivery and payment | Proposails as| (10) full Working Days
process required {yes / no)
Responses 1o | Quotations provided | 2 Grief Points
ithin seven {7) full
requests for | WA
GQuotations Working Days (yes /
provided as no)
required
Equipment Delivery specified items | —
proc?ss followed as| yalivered _ not
specified defined
Packaging as
specified - not defined
Labeling as specified|
- not defined
Delivery within quoted |
lead time - not
defined
Delivery at the place| ™
specified in the
Purchase Order -~ not
defined
As specified (yes / no)] | 3 Grief Points

Fault handling
process followed

Repair or
replacement

process followed

As specified (yes / noj

3 Grief Points
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7. Report to the City

Provide montaly
Summary Report as
specified

Include record of
all  Incidents  and

Provided within seven
(7) full Calendar Days
affer the last day of
each month {yes/noj
Assessed monthly

2 Grief Points

Service Review
Meeting of the Key
Contact Person

[yes/no)

Assassed per meeling
as  evidenced by
Attendance Register

conseguent
resoiutions, plus root
cause when
reguested
Report on an | Provided within seven 2 Grief Points
outstanding (7) full Caiendar Days
software  updates, after the last day of
security updates each month {yes/no)
and related
recormmendations Assessed monthly
Monthly report  to | Provided within seven { 1 Grief Point
include five | [7) full Calendar Days
assessments of | after the last day of
vulnerability  scans | each month {yes/no)
as per schedule, to | Assessed monthly
be provided by the
City, 1o ensure
appropriate
configuration using
best practice
8. A’r’ren_d Service Review | Physical Present as per 2 Grief Points
Meetings attendance ot the | gitendance  register

3.3 Schedule C: Citix Virtual Desktop Infrastructure or equivalent

i Service Element

Service Medasure

Service Metric

Grief Points
incurred  for
non-
performance

Device Availabiiity {ref.
clause 6.1}

Uptime of each
individual VDI server

Not defined




Service Avaitability (ref.
clause 6.2)

Uptime of the VDI
service

Not defined

Incident Response

Mean Time To

Respond  [MTIr} ~
Priority 1, 2 & 3
Incidents

Maximum Time To

Restore (TTRMax} -
Priority 1 & 2
Incidents

Maximum Time To
Replace (TIRpM)

Less than 60 minutes

Remediate
reconfiguration issues
within three (3) full
Working Days

Five (5) full Working
Days

5 Grief Points

5 Grief Points

5 Grief Points

Provide Mdaintenance
and Technical Support

Technical  support
services available as
specified

Provided (yes / no)

Assassed maonthly by

random check

Note: non-availability
of technical support
may result in Device

and/or Service

Unavailabiity, and will
be
conseguently

penalised

5 Grief Points

Provide and maintain
Contact Information

Provide and
maintain coniact
details

Provided {yes/no)

Assassed monthly by

random check

2 Grief Points

Key Contact Person Not defined B
responds timeously
Adhere _10 Responses to| Design Proposdls 5 Grief Points
procurement, ordering, | roquests for Design| provides within ten
delivery and pcymen’r Propos(}ls as (]O] full Working Days
process required {yes / noj

Responses to

Quotations provided

1 Grief Point

requests for
Quotations
provided as
required

within seven {7} full
Working Days (yes [
no)

/2




Equipment Delivery

Specified iterns
process followed a3 | sanvered _ not
specified defined

Packaging as |

specified -~ not

defined

Labelling as specified
- not defined

Delivery within quoted
lead time - not
defined

Delivery at the place
specified in the
Purchase Order — not
defined

Fault handling Not defined -

process followed

Repair or | Not defined -

replacement
process followed

7. Report to the City Provide monthly 2 Grief Points
summary Report as Provided within seven

specified {7] full Catendar Days
after the last day of
each month (yes/no)
Assessed monthly

8. Attend Service Review | Physical 2 Grief Points
Meetings attendance at the | Provided within seven
Service Review {7} full Calendar Days
Meeﬂng of the Key after the last day of
Contact Person each month (yes/no)

Assessed monthly

3.4 Schedule D: IT Security Intelligence (managed by The City)

# Service Element Service Measure Service Metric Grief Points
incurred for
nonperformance

1. Device Availability Not applicabie Not defined -

2. Service Availability Not applicable Not defined -~
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Incident Response

Mean Time To
Respond (MTTr) -
Priority 1, 2 &3
Incidents

Madmum Time To
Restore  (TTRMa) -
Priorty ¥ & 2
Incidents

Maximum Time To
Replace (TTRpMax)

tess than four

hours

(4)

Not defined

Five {5} full Working
Days

5 Grief Points

5 Grief Points

Provide Mdintenance
and Technical
Support

Technical support
services  available
as specified

Remediate
configuration issues
within three {3) full
Working Days

5 Grief Points

Provide and maintain
Contact Information

Provide and
mdintain contact
details

Provided {yes/no}

Assessed monthly by
random check

2 Grief Points

key Contact Person
responds timeously

Nof defined

Achere to Responses fo | Quotations provided | 2 Griof Points
procurement, requests tor | Within seven {7) tull
ordering, delivery and | quotations Working Days (yes /
payment process provided as noj
required
Equipment Delivery specified items 1
process followed as| yelvered - not
specified defined
Packaging as|
specified - not
defined
Labelling asj--
specified —~  not
defined
Delivery within | —
guoted lead time -
not defined
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Delivery atf the place
specified in the
Purchase Order - not
defined

Meelings

attendance ot the
Service Review
Meeting of the Key
Contact Person

attendance register
{yes/no)

Assessed per
meeating as
evidenced by

Attendance Register

Fault handling | ot defined -
process followed
Repair or Not defined -
replacement
process followed
7. Report to the City Provide monthly Provided within | 2 Grief Points
summary Report as | S&ven {(7) Cdiendar
specified Days after the last
day of each month
Include record of {yes/no} Assessed
al Incidents and| monthly
consequent
resolutions, plus root
cause when
requested
Include details of 1 Grief Point
outstanding
security  updates,
soffware  updates,
and any related
recommendations
8, Attend Service Review | Physical Present as per | 2 Grief Points

3.5 Schedule D: IT Security Intelligence (managed by the Service

Provider)

Service Element

Service Measure

Service Melric

Grief
incurred
non-

performance

Points
for
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Device Availability Uptime of each 10 Grief
individual  logging | Better than orequal to | points
unit or Qppﬁ(}nce 99% over the DGFEOd of
edch Calendar menth
Service Availability Uptime of the IT Better than or equal 1o 15 Grief
Security Intelligence | o9 99 sver the period Points
Platiorm of each Cdlendar
month
Incident Response Mean Time To Lgss 11h0n thirty  (30] | 5 Grief Points
Respond [Matter) - MInUIes
Priority 1, 2 & 3
incidents
Not defined -

Maximum Time To
Restore  [[TRMax} -
Priority 1 & 2
Incidents

Maximum Time o
Replace {TTRpMax)

Five (5) fult Working
Days

5 Grief Points

Provide Mainienance
and Technical Support

Technical  support
services available as
specified

Remediate
configuration issues
within three (3) full
Warking Days

5 Grief Points

Traiin City staff on the
functionality of the
platform sufficient to
ensure service
cantinuity

Eight (8) full Working
Hours per Calendar
Month, as evidenced
by sighed job card

2 Grief Poinis

Provide and maintain
Cohtact information

Provide and
maintain contact
details

Provided (yes/no)}

Assessed monthly by
random check

2 Grief Points

Key Contact Person
responds fimeously

Not defined

Adhere to
procurement, ordering,
delivery and payment

Responses 1o
requests for Design
Proposals as

Design Proposals
provides within ten (10)
full Working Days

2 Grief Points

process

required

{yes / noj
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Responses fo
reguests for
Quoiations
provided as
required

Quotations  provided
within seven (7] full
Wworking Days {yes /
no)

1 Grief Point

Equipment Delivery
process followed as
specified

Specified items
delivered - not
defined

Packaging as|
specified - not
defined

Labelling as specified
- not defined

Delivery within guoted
lead time - nof
defined

Delivery af the place
specified in the
Purchase Order — not
defined

Fault handling | As specified - not

process followed defined

Repair or| AS 'specified - not|--
defined

replacement
process followed

Report to the City

Provide monthly
Summary Report s
specified

Include recard of

ol Incidents and
consequent
resolutions, plus root
cause when
requested

Provided within seven
{7) Calendar Days
after the last day of
each month (yes/no)
Assessed monthly

2 Grief Points

Include details of
outstanding security

1 Grief Point

updates, software
updates,
and any related

recommendations
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Attend Service Review
Meetings

Physicat
attendance at the
Service Review
Meeling of the Key
Contact Person

Present as per
attendance register
(yes/no)

Assessed per meeting
os evidenced by
Attendance Register

2 Grief Points
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3.4 Schedule E: Data Loss Prevention

# Service Element Service Measure Service Metric Grief  Poinis
incurred  for
non-
performance

1. Device Availability Uptime of Devices Not defined -

2, Service Availability Uptime of the Not defined -

Service
3. Incident Response Mean Time To Less than four {4) hours | 5 Grief Points
Respond {MTTr} -
Priority 1,2 & 3
Incidents
Maximum Time To | Nof defined -
Restore  (TTRMa) -
Priority 1 & 2
Incidents
Maximum Time To | Five (5) full Working 5 Grief Points
Replace {TTRpax) Daiys
4, Provide Mdintenance | Technical  support| pormadiate 5 Grief Points
and Technical Support | services available as configuration issues
specified within three (3) full
Working Days
5. Provide and mginicin F’myide‘ and Provided (yes/no) 2 Grief Points
Contact Information maintain contact
details Assessed monthly by
random check
Key Confact Person Not defined -
responds fimeously
6. Adhere to . Responses to | Design Proposals | & CGrief Poinis
procurement, ordering. | raquests for Design | provides within ten full
delivery and payment| prona5qis as| Working Days (yes /
process required no)
Responses o Q.uo.mﬁons provided | 1 Grief Point
requests for vv:;rrh? seven (7} full
Quotations orking Days (yes /
provided as noj
required
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Equipment  Delivery
process followed s
specified

Specified items
delivered - not
defined

Packaging os

specified {yes / noj

Labeling as specitied
- not defined

Delivery within quoted
lead time - not
defined

Delivery at the place
specified in the
Purchase Order — nof
defined

Fault handling
process followed

Mot defined

Repair or
replacement
process followed

Not defined

Report to the City

Provide monthly
Ssummary Report as
specified

Include record of

af Incidenis and
consecuent
resolutions, plus root
cause when
requested

Provided within seven
{7) Calendar bays
after the last day of
each month {yes/no)
Assessed monthly

2 Grief Points

include details of
outstanding security
updates, software
updafes, and any
related

recommendations

| Grief Point
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8. Altend Service Review
Meetings

Physical
attendance at the
Service Review
Meeting of the Key
Contact Person

Present as per
attendance  register
{yes/no)

Assessed per meeting
as evidenced by
Attendance Register

2 Grief Points

3.7 Schedule F: Anti-malware solutions & Email Hygiene

# Service Element Service Measure Service Metric Grief Poinis
incurred  for
non-
performance

1. Device Availability Uptime of Devices Nof defined -

2, Service Avaitability Uptime of the Not defined -

Maiware Protection
service
3. Incident Response Mean Time To Less than two (2) hours | 5 Grief Points
Respond  (MET) -
Priority 1,2 &3
Incidents
Maximum Time To Four {4} hours 10‘ Grief
Restore  (TTRMax) — Points
Priority 1 & 2
Incidenis
Maximum Time To | Five {5) full Working 5 Grief Points
Replace (TTRpM) Days
4, Provide Maintenance| Technical  support Remediate 5 Grief Points
and Technical Support | services available as configuration issues
specified within three (3) ful
Working Days
5. Provide and mgm’rain Prox..fide. and Provided {yes/no) 2 Grief Points
Contact Information maintain contact
details Assessed monthly by
random check
Key Contact Person Not defined -
responds fimeously




Adhere to

5 Grief Points

. Responses to | Design Proposals
pro'curement ordering, | requests for Design | provides within ten full
delivery and payment: pronasqls as| Working Days (yes /
process required no)

Responses 1o | Quotations provided | 1 Grief Point
requests for within seven (7} full
Quolations Working Days {yes /
provided as noj
required
Equipment Delivery | Specified items|
process followed as | delivered - not
specified defined
Packaging as|

specified {yes / no)

Labelling as specified
- not defined

Delivery within quoted
lead time - not
defined

Delivery at the place
specified in the
Purchase Order - not
defined

Fault handling
process followed

Not defined

Repair
replacement
process followed

or

Not defined

Report ta the City

Provide manthly
Summary Report as
specified

Include record of

ai  Incidents and
consequent
resolutions, plus root
cause when
requested

Provided within seven
(7) Catendar Days
affer the last day of
each month (yes/no)
Assessed monthly

2 Grief Points
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Inciude details of
outstanding security
updates, software
updates, and any
reiated

1 Grief Point

recommendations
Ax‘ten'd Service Review | Physicdl Present as per 2 Grief Points
Meetings attendance ot the| gtendance register

Service Review lyes/no)

Meeting of the Key
Contact Person

Assessed per meeting
as  evidenced Dby
Attendance Register

3.8 Schedule G: Security assessment services

Service Element Service Measure Service Metric Grief Points
incurred  for
non-
performance

Device Avdailability Not applicable Not defined --

Service Avdilability Not applicable Not defined -

Incident Response Mean Time To Not defined -~

Respond (MTTr) -
attributed to a
security risk
assessment
Maximum Time To | Nof defined -
Restore {TTRMa) -
Priority ¥ & 2
Incidents
Mandmum Time To | Not defined -
Replace (TTRpMa)
Provide Maintenance Not defined -

and Technical Support

Technical  support
services available as
specified
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